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A B S T R A C T

This article discusses the legal implications of the full body scanner, a 
security measure introduced at airports worldwide after the failed attempt to 
bomb an airliner on December 25, 2009. The full body scanner conducts a 
"virtual strip search" and has the ability to see through the clothing of the 
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scanned passenger. This has raised concerns of breaches of privacy, and there are 
serious doubts about the effectiveness of such a security screening measure. An 
analysis of the jurisprudence in four different legal jurisdictions in North 
America and Europe with regards to the legality of the body scanner will be 
provided. The article concludes by weighing privacy rights against the public 
interest in safeguarding aviation security, and addresses whether the 
effectiveness of the new airport security measure justifies the costs and privacy 
concerns. 

R É S U M É

Cet article traite des aspects juridiques liés à l’introduction du scanner 
corporel, une mesure de sûreté, utilisée dans certains aéroports du monde entier 
après l’attentat échoué à bord du vol NW 253 le 25 décembre 2009. Le scanner 
corporel génère une image graphique du corps humain sous les vêtements du 
passager, ce qui a suscité de vives inquiétudes au regard du respect de la vie 
privée et de nombreux doutes quant à sa réelle efficacité. L’auteur étudie la 
jurisprudence de quatre juridictions en Amérique du Nord et en Europe au sujet 
de la légalité d’un tel scanner. L’auteur termine en pondérant les intérêts de la 
sûreté aérienne et du respect de la vie privée, et s’interroge sur la légitimité de 
l’usage du scanner eu égard à ses coûts, ses imperfections, et son intrusion dans 
l’intimité des passagers. 

I. INTRODUCTION

lthough the plot to blow up Northwest 253 from 
Amsterdam to Detroit was foiled mid-air on December 
25, 2009, this renewed assault on air security by the 

popularly named "Underwear Bomber" will not be without consequence. 
In the aftermath of the incident, various countries announced their 
intention to introduce the full body scanner ("body scanner"). 1  This 
technology, first devised in the mid 2000s, conducts a virtual strip of a 
passenger and reveals any hidden objects. Currently, the United States, 
Canada, the United Kingdom, the Netherlands, France, Italy, Russia, 
South Korea, and Nigeria use the body scanner at their airports as part of 
heightened security measures, 2 with trials planned at Tokyo's Narita 
Airport, the airports of New Delhi and Mumbai. Progressively, the 

1 Also known as Advanced Imaging Technology (AIT) in the United States and the United 
Kingdom. 
2 See Information and Privacy Commissioner of Ontario, Discussion Paper, "Whole Body 
Imaging in Airport Scanners: Building in Privacy by Design" (12 March 2009), online: IPCO 
<http://www.ipc.on.ca/images/Resources/wholebodyimaging.pdf> [hereinafter: Opinion 
of the Information and Privacy Commissioner of Ontario]. 

 A 
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technology will be introduced throughout Australia in 2011. In Asia-
Pacific, Hong Kong International Airport and Singapore's Changi 
Airport are weighing the benefits of introducing the body scanner, 
although scanners were removed from Bangkok's Suvarnabhumi Airport 
soon after a trial period commenced. 

Since the introduction of the body scanner, two women have been 
denied boarding because of their refusal to subject themselves to a scan. 
An airport worker at Heathrow who took a scan of a female colleague 
was issued a sexual harassment warning, while in the US the detailed 
image of one's genitalia produced by a body scanner resulted in an 
assault between two security officers. It is clear that the new imaging 
technology, which produces an image of the passenger without clothing 
is privacy invasive, and various human rights organizations have 
challenged the legality of the body scanner.3 

Despite privacy concerns, polls suggests that almost two-thirds of 
Americans (65%), and an overwhelming majority of citizens in the 
United Kingdom (90%) and the Netherlands (81%) are willing to submit 
to a full body scan at the airport.4 Such a high level of acceptance of the 
body scanner may suggest that passengers willingly accept a temporary 
intrusion of privacy in exchange for guarantees of security.5 However 
this opinion is contingent on the scanner effectively detecting aviation 
safety threats. Furthermore, the high level of acceptance of the body 
scanner may be attributed to the ignorance of the general public about 
the precise nature of the new security measure. 

This article aims to provide a background to the body scanner. It 
provides an overview of the technology behind the body scanner. An 
analysis of the legal implications of the body scanner in Europe, the 
United States and Canada then follows, with a focus on privacy rights. 
An opinion will finally be offered on the balance between the 
effectiveness of the scanner and privacy interests. 

3 See Part. V, below. 
4 Unisys, News Release, "Most Americans Willing to Sacrifice Some Privacy to Enhance 
Safe Air Travel, According to Latest Unisys Security Index" (13 April 2010), online: Unisys 
<http://www.unisys.com/unisys/news/detail.jsp?id=1120000970001910179>.   
5 See Julie Solomon, "Does the TSA Have Stage Fright - Then why are they picturing you 
naked" (2008) 73 J. Air L. & Com. 643, at 669-670 [hereinafter: Solomon (2008)]. 
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II. TECHNOLOGY OF BODY SCANNERS

First introduced in Phoenix, Arizona in 2007, 6 the advantage of the
whole body imaging scanner is its speed and efficiency. The machine 
produces a naked image of the passenger within 15 to 30 seconds, while 
a pat-down can take as long as four minutes.7  

Currently, two types of technology exist for the full body scan: 
Millimetre wave imaging and backscatter X-ray. With millimeter wave 
imaging, a body image is created using electromagnetic waves reflected 
off the body. The resulting image is blurred "like a fuzzy photo 
negative".8 Backscatter X-ray imaging uses low levels of X-ray to create 
an image using radiation that is reflected back from the target. Both 
technologies require the presence of a security officer who must view the 
image to spot any suspect object hidden under clothing and on the 
person's body. When a suspect object is detected on the scanned image, 
the security officer at the remote location contacts a colleague at the 
security checkpoint via radio to verify the threat item. This is done 
through a pat-down, usually focused on the particular area and not 
necessarily on the entire body of the passenger.9 

Preference is generally given to the millimeter wave scanner, 
because of its faster processing time and the use of radio waves instead 
of X-rays.10 

III. EFFECTS ON HEALTH

Health experts across the world have assured the public that the
radiation dosage per exposure with either the millimeter wave or the 

6 Transportation Security Administration, Press Release, "TSA Tests Second Passenger 
Imaging Technology at Phoenix Sky Harbor Airport" (11 October 2007), online: TSA 
<http://www.tsa.gov/press/releases/2007/press_release_10112007.shtm> [hereinafter: 
TSA Press Release]. 
7 Ibid. See also United States Government Accountability Office, TSA Is Increasing 
Procurement and Deployment of the Advanced Imaging Technology, but Challenges to This Effort 
and Other Areas of Aviation Security Remain, GAO-10-484T (Washington: Government 
Accountability Office, 2010), at 4 [hereinafter: GAO-10-484T]. 
8 See TSA Press Release, supra note 6.  
9 See US, Department of Homeland Security, Privacy Impact Assessment Update for TSA 
Whole Body Imaging (23 July 2009), online: DHS 
<http://www.dhs.gov/xlibrary/assets/privacy/privacy_pia_tsa_wbiupdate.pdf>, at 5 
[hereinafter: TSA Privacy Impact Assessment].  See also Vanbrocklen v. the United States of 
America, Transportation Security Administration, 2010 U.S. Dist. LEXIS 34166, fn.1 at 9. 
10 See Opinion of the Information and Privacy Commissioner of Ontario, supra note 2. 
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backscatter X-ray machine is minimal, and not of great concern to health.  

Per exposure, the body scanner produces a level of radiation that is 
1,000 times less than receiving a chest X-ray. 11  The Transportation 
Security Administration (TSA) in the US has declared that each scan 
produces 10,000 times less radiation than a mobile phone transmission, 
and is equal to just two minutes of high altitude flying.12 According to 
Health Canada, one would have to walk through the body scanner over 
ten thousand times to exceed the total amount of annual recommended 
dose limit for the entire body. 13  An independent study in the UK 
concludes the fatality risk per exposure to the body scanner is equal to 
flying 6 miles in a jet plane (1 in 166,000,000).14 Due to the negligible 
radiation exposure, the UK study asserts that there is no increased risk to 
infants, a pregnant woman or the unborn child, or to persons who are 
undergoing medical treatment.15  

IV. EFFECTIVENESS OF THE BODY SCANNER

Technology is certainly key to improving aviation security.
However, to off-set the intrusion into travelers' privacy, the technologies 
in place must also have a reasonable rate of success.  

Effective screening of passengers and baggage at airport 
checkpoints depends on three key elements: i) adequate and trained 
personnel for screening; ii) clearly communicated and well executed 
aviation security policies and procedures; and, iii) technology able to 
screen and detect threats to aviation security. The combination and 

11 The measurement for radiation exposure is the millisievert (mSv), and a person is 
naturally exposed to 3.6mSv of radiation annually. In comparison, the body scanner 
produces only 0.0001 mSv of radiation.   
12 See TSA Privacy Impact Assessment, supra note 9, at 3.  
13 Of course, less exposure to radiation is best, and unnecessary exposures should be 
avoided at all times: see Canada, Health Canada, X-ray Equipment in Medical Diagnosis Part 
A: Recommended Safety Procedures for Installation and Use - Safety Code 20A, Appendix I - 
Recommended Dose Limits of Ionizing Radiation, online: Health Canada <http://clf2-nsi2.hc-
sc.gc.ca/ewh-semt/pubs/radiation/safety-code_20-securite/appendix-1-annexe-
eng.php>.  
14 This is significantly less risky compared to the chances of getting fatal cancer in a lifetime 
(1 in 4): See UK, Health Protection Agency, Centre for Radiation, Chemical and 
Environmental Hazards, Assessment of comparative ionising radiation doses from the use of 
rapiscan secure 1000 X-ray backscatter security scanner (1 February 2010), online: Department 
for Transport 
<http://www.dft.gov.uk/pgr/security/aviation/airport/securityscanners/securityscanne
r/>. 
15 Ibid. 
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integration of these three elements is determinative of the effectiveness 
and efficiency of passenger screening.16  

At face value, the body scanner appears to be a "compromise 
between privacy, safety, and efficiency".17 The body scanner's imaging 
capability allows screeners to locate suspect objects on a passenger 
without the need for physical touching that may be uncomfortable or 
against the moral or religious beliefs of some passengers. Furthermore, 
the body scanner also reduces the time passengers have to spend at the 
screening area. 

 However, the technology of the body scanner has existed for over 
five years, and a number of experts have questioned its effectiveness, 
especially weighed against the high cost of purchase.18 Moreover, the 
device occupies a significant amount of space, and will require 
additional personnel to operate. This is particularly due to the fact that 
the operators are remotely situated away from the screened passengers. 
Thus, the additional costs and space required will be an important 
consideration to be balanced against the overall effectiveness of the 
scanner.  

A British Member of Parliament, who worked for a firm that 
manufactures a type of the body scanner, warned that the new 
technology would probably not be able to detect devices used in the 
bomb plots of recent years, including that of December 25, 2009.19 A 
former head of the British Airports Authority has cautioned that the 
technology should not be seen as a "panacea" and also said that a 
thorough body frisk, if done "properly" would cost "a lot less".20 The 
Chief of Interpol, citing passport fraud as the most serious threat to 
security, has questioned the necessity of "the amount of money and 
resources" that are being poured into the body scanners at airports 

16 See GAO-10-484T, supra note 7, at 1-2.  
17 Solomon (2008), supra note 5, at 667. 
18 A body scanner costs approximately USD$170,000, or some EUR150,000. The TSA 
estimates that an extra investment of USD $2.4 billion is necessary to introduce the body 
scanner across the US, while UK's Department for Transport believes to procure and 
upkeep one body scanner for one year will cost close to £300,000. In Canada, the cost of 
each body scanner is CAD $250,000, while Schiphol Airport has stated that the cost of 
acquiring 60 extra body scanners will total "tens of millions" of Euros. 
19 "Airport body scanners 'unlikely' to foil al-Qaeda – MP", BBC News (4 January 2010), 
online: BBC News <http://news.bbc.co.uk/2/hi/uk_news/8439285.stm>.  
20 Ben Quinn, "Why Europe Doesn't Want an Invasion of Body Scanners", ABC News (6 
February 2010), online: ABC News <http://abcnews.go.com/Travel/europe-body-
scanners-airports/story?id=9756241&page=1>. 
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around the world.21 The United Nation's Special Rapporteur on human 
rights and terrorism also spoke publicly about the ineffectiveness of the 
body scanner, notably its inability to detect explosives hidden in body 
cavities, body folds or hand luggage.22 

 Preliminary results reveal that the body scanner is unable to reveal 
implants under the skin.23 Of great surprise, contrary to the TSA's policy 
of using screening technology only if they have completed operational 
testing and evaluation, the rush to deploy the body scanner had 
completely sidelined this process in the US. 24   A UK parliamentary 
debate cites experts who questioned the effectiveness of the scanner, 
which is only 50-60% effective at detecting threats, so the technology can 
only be relied on as "an element of secondary security".25 In the evolving 
game of trying to outpace and outsmart potential terrorists, 
developments in any screening procedure must take such security 
loopholes in the screening process into account.  

Terrorists may be able to conduct trial-and-error tests before an 
actual attack to probe the screening system for gaps in the screening 
process. 26  In fact, according to a member of the Dutch intelligence 

21 Angela Charlston, "AP Interview: Interpol chief says weak passport verification world's 
biggest travel threat", San Francisco Examiner (29 January 2010), online: San Francisco 
Examiner <http://www.sfexaminer.com/economy/83066792.html> (10 April 2010).  
22 Martin Scheinin, "Privacy and security can be reconciled", The Guardian (20 January 
2010), online: The Guardian 
<http://www.guardian.co.uk/commentisfree/libertycentral/2010/jan/20/privacy-
airport-security> [hereinafter: Scheinin, "Privacy and security can be reconciled"]. 
23 TSA Privacy Impact Assessment, supra note 9, at 7; and see also US, Government 
Accountability Office, Better Use of Terrorist Watchlist Information and Improvements in 
Deployment of Passenger Checkpoint Technologies could further strengthen Security, GAO-10-
401T, (Washington: Government Accountability Office, 2010), at 18 [hereinafter: GAO-10-
401T]. Previous covert testing of the TSA's screening technologies exposed the inability of 
the scanner to detect dangerous objects: see US, United States Government Accountability 
Office, TSA Has Developed a Risk-Based Covert Testing Program, but Could Better Mitigate 
Aviation Security Vulnerabilities Identified Through Covert Tests, GAO-08-958, (Washington: 
Government Accountability Office, 2008), at 31 [hereinafter: GAO-08-958]. 
24 At the time of writing, the TSA had assured the congressional watchdog, that such 
operational testing are underway and future deployments of the imaging devices will 
occur after the completion of testing and evaluation: see GAO-10-484T, supra note 7, at 8-9. 
As evidenced by the by the deployment and subsequent withdrawal of the explosives trace 
portal (ETP, or "puffers") in 2006, deployment of technology without any testing in the 
operational environment can result in "cost overruns and underperformance": see GAO-10-
401T, supra note 23, at 19. 
25 See UK, House of Commons, Home Affairs Committee, Session 2009-10, "Ninth Report: 
Counter-Terrorism Measures in British Airports", HC 311 (24 March 2010), at 4, para. 7 
[hereinafter: HC 311]. 
26 See United States v. Aukai, 497 F.3d 955, at 960-961 (9th Cir. 2007); see also United States v. 
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service, Al-Qaeda has been conducting "trial-runs" on the body scanner 
at European airports. 27  Reminding EU ministers that Al-Qaeda is 
continuously conjuring ways to carry out terrorist attacks, US Homeland 
Secretary Janet Napolitano noted that the body scanner should not be 
used or seen as "neither (the) deciding factor nor essential for 
guaranteeing safety".28 

Indeed, the 9/11 Commission in 2005 strongly highlighted the 
need for "multiple layers of security".29 These are sentiments which IATA 
Director General Giovanni Bisignani has reiterated since December 25, 
2009. Governments and the airline industry need to focus their attention 
on identifying bad people. Without improved intelligence gathering and 
passenger risk assessments, investment in new technology and hardware 
cannot be effectively integrated. 30  In the long run, effective aviation 
"must include improved technology and effective risk assessment 
techniques" as well as harmonized information exchange between 
governments and the industry.31 To date, aviation security across borders 
and throughout the world is "an uncoordinated mess", for governments 
have largely forgotten that ensuring aviation security requires global 
standards and cooperation. 32   The EU Commissioner for Transport 

Marquez, 410 F.3d 612, at 618 (9th Cir. 2005).  
27 "Al-Qaeda traint met bodyscans", De Telegraaf  (29 December 2009), online: De Telegraaf 
<http://www.telegraaf.nl/binnenland/5670711/__Al-
Qaeda_traint_met_bodyscans__.html?p=6,1>. 
28 EU, Spanish Presidency of the Council of the European Union, Press Release, "The JHA 
has asked the European Commission to speed up its report on possible security measures" 
(22 January 2010) [hereinafter: Council of the European Union Press Release]. Indeed, in the 
1990 Report of the President's Commission on Aviation Security and Terrorism, the 
Commission noted there will "never be 100 per cent security against every terrorist 
technique": see US, President's Commission on Aviation Security and Terrorism, Report of 
the President's Commission on International Aviation Security and Terrorism: hearing before the 
Committee on Foreign Affairs, House of Representatives, One Hundred First Congress, second 
session, (Washington: Government Printing Office, 1990), at 114 [hereinafter: Report of the 
Commission on Aviation Security and Terrorism]. 
29 US, National Commission on Terrorist Attacks Upon the United States, 9/11 Commission 
Report (Washington: National Commission on Terrorist Attacks Upon the United States, 
2004), at 392-393. See also Rodney Wallis, How Safe are Our Skies?: Assessing the Airlines' 
Response to Terrorism, (London: Praeger, 2003), at 31. 
30 See IATA, Press Release No. 58, "Cooperation to Keep Flying Secure" (30 December 
2009). Indeed, Mr. Abdulmutallab had been placed on the No Fly list by the US, but there 
was a serious failure to "connect the dots that could have identified and warned of the 
specific threat": see GAO-10-401T, supra note 28, at 7.  
31 See ibid., "Cooperation to Keep Flying Secure". See also Ruwantissa Abeyratne, "The 
NW253 Flight and the Global Framework of Aviation Security" (2010) 35 Air & Sp. L. 167, 
at 174. 
32 Giovanni Bisignani, "State of the Air Transport Industry" (Address to the IATA Annual 
General Meeting, Vancouver, Canada, 4 June 2007).  
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similarly underlined that the body scanner is no "panacea",33 for the fight 
against terrorism requires a "large variety of combined and coordinated 
measures", including intelligence, profiling, varied search methods and 
international cooperation.34  

V. FOR MY EYES ONLY? PRIVACY CONCERNS

Perhaps the primary concern and topic of discussion of this article,
is the impact of the body scanner on the right to privacy. That the body 
scanner infringes the right to privacy is beyond dispute. The scanner 
captures an image of the person naked. The most widespread body 
scanner requires a remote security screener to view the image. The rush 
to introduce the body scanner has raised concerns from various circles. 
As will be apparent, in most jurisdictions, other than vague regulations 
or bylaws which mandate authorities to take appropriate measures to 
implement security screening measures, there is no law specifically 
relating to the use of the body scanner. This means that in most, if not all, 
cases the introduction of the body scanner has bypassed the checks and 
balances of the legislature and has not had input from the stakeholders 
who are most affected or concerned by their use.35  

 The US-based Electronic Privacy Information Centre (EPIC) has 
obtained several hundred pages of traveler complaints about the body 
scanner deployed by the TSA.36 Of the complaints, it is evident that 
many travelers are not fully informed of the security procedure and are 
unaware how images of their scanned bodies are processed. Indeed, 
various passengers were totally uninformed they had an alternative 
option to the body scanner. Under Congressional pressure, the TSA has 
conceded, contrary to prior assurances otherwise, that body scanners 
used at US airports have the ability to store and record data.37 

33 Siim Kallas, "Speech by Vice President Kallas in the plenary joint debate on body 
scanners and the operation on intelligence services in the context of counter-terrorism 
strategies" (10 February 2010), online: European Commission 
<http://ec.europa.eu/commission_2010-
2014/malmstrom/archive/news_10_02_10_body_scanners_en.pdf> [hereinafter: Kallas' 
Speech]. 
34 Ibid. See also Council of the European Union Press Release, supra note 28. 
35 See Scheinin, "Privacy and security can be reconciled", supra note 22. 
36 These complaints were only released under the Freedom of Information Act as a result of 
legal action initiated by the EPIC against the Department of Homeland Security. An 
example of the many complaints travelers filed was released by the TSA, online: EPIC 
<http://epic.org/foia_1/gov20/WBI_Complaints_Highlights_1.pdf>. 
37 However, the TSA assures that the "capability to retain and export imagines" is  "only for 
testing, training. and evaluation purposes" [emphasis in original]: see US, TSA, Letter of 24 
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 The American Civil Liberties Union (ACLU), arguing that 
screening technologies must be "effective and minimally intrusive to 
protect civil liberties, particularly privacy interests", resolutely spoke out 
against the X-ray Backscatter.38 Comparing the machines to "Superman's 
X-ray vision", the ACLU raised the concern that the use of such
technology has not only been racially discriminatory,39 but also displays
"highly personal details of [passengers'] bodies" which are not necessary
for boarding a plane.40

 Martin Scheinin, the United Nations' Special Rapporteur on 
human rights and counterterrorism, has explicitly spoken out against the 
body scanner. The rushed decision to implement such technologies at 
airports in Europe and the US was "hasty", especially as most countries 
do not have specific legislation on the introduction of the new 
technology.41 If no measures are taken to minimize or blur the detailed 
images of a person's body, Scheinin warns, the use of the body scanner 
"would be a violation of human rights in respect to everyone, but there 
are particular sensitivities in respect of women, certain religions, (and) 
certain cultural backgrounds". 42  Indeed, an incident at Manchester 
Airport in the UK is evidence that the implementation of the new 

February 2010 to the Honorable Bennie G. Thompson, Chairman of  the Committee on Homeland 
Security, online: EPIC 
<http://epic.org/privacy/airtravel/backscatter/TSA_Reply_House.pdf>. 
38 Timothy D. Sparapani, "Testimony Regarding the U.S. Transportation Security 
Administration's Physical Screening of Airline Passengers and Related Cargo and Airport 
Screening: Principles for Evaluating Physical Screening Techniques and Technologies 
Consistent with Constitutional Norms before the U.S. Senate Committee on Commerce, 
Science, and Transportation", American Civil Liberties Union (4 April 2006),  online: 
American Civil Liberties Union <http://www.aclu.org/technology-and-liberty/statement-
timothy-d-sparapani-aclu-legislative-counsel-hearing-regarding-us-t>[hereinafter: ACLU 
Testimony]. 
39 Ibid. See also UK, Equality and Human Rights Commission, "In the matter of the Human 
Rights and Equality Implications of the Introduction of Full Body Scanners at Airports" (8 
February 2010), online: Equality and Human Rights Commission 
<http://www.equalityhumanrights.com/uploaded_files/2010_02_16_body_scanners_in_u
k_airports_-_counsels__advice_sml__2_.pdf>, especially para. 4 [hereinafter: Opinion of the 
Equality and Human Rights Commission]. 
40 As evidence of "highly personal details", the ACLU cites "evidence of mastectomies, 
colostomy appliances, penile implants, catheter tubes, and the size of their breasts or 
genitals": ACLU Testimony, supra note 38. 
41 See Martin Scheinin, "Geneva/Airport Scanners", UNiFEED (8 March 2010), online: 
United Nations Multimedia <http://www.unmultimedia.org/tv/unifeed/d/14694.html>. 
42 See "Airport body scans breach rights: UN expert", The [Montreal] Gazette (10 March 
2010), online: The [Montreal] Gazette 
<http://www.montrealgazette.com/travel/Airport+body+scans+breach+rights+expert/2
665961/story.html>. 
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security measures seems to trump personal and cultural sensitivities.43  

VI. RIGHT TO PRIVACY VS. SECURITY

The right to privacy is unequivocally enshrined in the Universal
Declaration of Human Rights,44 article 12 of which stipulates that no 
individual may be subjected to "arbitrary interference with his privacy", 
and that every person has "the right to the protection of the law against 
such interference or attacks".45 The right to privacy includes the right to 
protect one's physical body and property against unwarranted invasion 
or intrusion, and all legal jurisdictions have similar protections against 
such interference with this basic human right. In the following, an 
overview of the situation and legal status of the body scanner will be 
outlined. 

A. SITUATION IN THE EUROPEAN UNION

At a hearing in the European Parliament, the EU Commissioner
for Justice, Fundamental Rights and Citizenship emphasized that the 
"need for security cannot justify every violation of privacy".46 The use of 
body scanners should be subject to three conditions: firstly, that it is 
voluntary; secondly, that the images are destroyed immediately; and 
thirdly, there should "be control of the consequences for health".47 After 
the December 25, 2009 bombing attempt, the EU Commissioner for 
Transport Siim Kallas emphasized that security must be guaranteed "by 
all appropriate means, in full compliance with fundamental rights", and 
necessitates  "uniform standards" under guidance from the EU.48 

43 See below, Part VI (C). 
44 UNGA Res. 217(III), (10 December 1948). Many, if not all the provisions contained in the 
Universal Declaration of Human Rights is touted as customary international law and 
therefore applicable to all States, even without express consent: see Peter Bailey, "The 
Creation of the Universal Declaration of Human Rights", online: Universal Rights Network 
<http://www.universalrights.net/main/creation.htm>. 
45 See ibid., UNGA Res. 217(III), Art. 12. This right is reiterated under Art. 17 of the 
International Covenant on civil and Political Rights: see UNGA. Res. 2200(XXI), 16 
December 1966. 
46 EC, "Hearing Reding – 67741" (12 January 2010), online: European Parliament 
<http://www.europarl.europa.eu/eng-internet-
publisher/eplive/expert/shotlist.do?reference=20100112SHL98891> [hereinafter: Reding 
Hearing]. Interestingly, EU Commissioner for Transport Siim Kallas addressed the 
European Parliament on the issue, he also warned viewing the body scanning technology 
as a "panacea": see also Kallas' Speech, supra note 33.  
47 Reding Hearing, supra note 46. 
48 Kallas' Speech, supra note 33 [emphasis added]. 
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At present, however, there is no common approach to the use of 
the body scanner at the EU level. Thus, there are concerns that the 
conditions under which the body scanner is deployed are different and 
may thereby jeopardize objectives such as safeguarding fundamental 
rights as well as one-stop aviation security within the EU.49 An attempt 
by the European Commission to include body scanning technology as 
part of a pan-EU airport security measure was vetoed by the European 
Parliament in October 2008. 50  The opposition to the proposed 
Commission regulation on the body scanner is interesting in two 
respects.  

Firstly, it underlines that the body scanner, as a new technology 
and method of security,51 does not fall within the ambit of any existing 
EU regulations, so a separate regulation on its use should be 
promulgated. Secondly, the European Parliament's primary reason for 
opposing the adoption of a regulation that would mandate the use of the 
body scanner within EU States was due to concerns about the "serious 
impact on the right to privacy, the right to data protection and the right 
to personal dignity" as well as possible health impacts—none of which 
the Parliament deemed the Commission to have addressed properly.52 
The lack of transparency and public consultation surrounding the use 
and impact of the body scanner raised serious doubts about the necessity 
of such technology, especially when balancing the needs of privacy and 
safeguarding security in a democratic society. 53 The Commission has 
therefore established a Body Scanners Task Force, which since late 2008 
has been mandated to investigate the impact of the body scanners on 
human rights and privacy, as well as carry out an economic and cost-
benefit analysis.54 

Although there is no common position on the body scanner, 
Regulation (EC) No 300/2008 does establish "common rules and 

49 "One-stop security" is the idea that passengers are screened for prohibited items once, at 
the beginning of their journey only", and is a goal advocated by IATA as well as the EU.  
50 See EU, "European Parliament resolution of 23 October 2008 on the impact of aviation 
security measures and body scanners on human rights, privacy, personal dignity and data 
protection" (23 October 2008), Res. P6_TA(2008)0521 [hereinafter: P6_TA(2008)0521]. 
51 EU, Press Release, MEMO/10/34, "EU aviation security and passenger screening 
technologies – frequently asked questions" (10 February 2010). 
52 See P6_TA(2008)0521, supra note 50, paras. D and E.  
53 Ibid., paras. H and 2-3. 
54 A report was due in April 2010, however at the time of writing nothing has been 
published. See EU, European Commission, "Air: Public Consultations", online: European 
Commission 
<http://ec.europa.eu/transport/air/consultations/2009_02_19_body_scanners_en.htm>.  
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common basic standards on aviation security" applicable to all EU 
Member States.55 In order to effectively prevent "unlawful interference 
with civil aircraft that jeopardizes the security of civil aviation", 
Regulation (EC) No 300/2008 provides the legal basis for new security 
methods and technologies to be introduced.56  

Regulation (EC) No 300/2008 contains minimum standards for all 
EU States, however Member States are free to apply more stringent 
measures, should they deem it necessary "on the basis of a risk 
assessment and in compliance with Community law".57 Thus, it is under 
this freedom to apply more stringent measures that the UK and the 
Netherlands have introduced the body scanner.  

B. SITUATION IN THE NETHERLANDS

The Dutch Minister of Justice reacted immediately to the events of
December 25, 2009 - which flowed from the boarding of the attempted 
terrorist at Amsterdam Schiphol Airport - by announcing drastic 
measures to heighten security screening. 58  The Minister related that 
repeated tests with the body scanner had shown "significant 
improvement" in detection as compared with conventional metal 
detectors.59 A pilot programme at Schiphol uses a type of millimeter 
wave scan equipped with a special built-in algorithm which can 
automatically detect foreign objects on the body, and display the location 
of the object on a "schematic dummy"— thereby eliminating the need for 

55 EU, Commission Regulation (EC) No 300/2008 of 11 March 2008 on common rules in the 
field of civil aviation security and repealing Regulation (EC) No 2320/2002, [2008] O.J. L 
97/72, Preamble, paras. 1 and 2 [hereinafter: Regulation (EC) 300/2008]. The Regulation was 
adopted under the principle of subsidarity based on Art. 5 of the Treaty on European 
Union. This provision grants the competences to the European Commission to adopt 
measures at the Union level if the "scale or effects of the proposed action [can] be better 
achieved at Union level": see EU, Treaty on European Union and the Treaty on the Functioning 
of the European Union, [2008] O.J. C 115/13 [hereinafter: TEU]. 
56 See ibid., Preamble, para. 5.  
57 See ibid., Preamble, para. 10, and Art. 6. Whatever measures an individual Member State 
undertakes, the measures must be "be relevant, objective, nondiscriminatory and 
proportional to the risk that is being addressed" (Art. 6(1)), and the measures must be 
communicated to the Commission "as soon as possible after their application" (Art. 6(2)). 
Further, Regulation (EC) No 300/2008 establishes that such equipment for "screening, access 
control and other security controls shall comply with the defined specifications and be 
capable of performing the security controls concerned": see Annex, Sect. 12. 
58 See The Netherlands, Tweede Kamer, vergaderjaar 2009–2010, 29 754, nr. 176 (30
December 2009), [hereinafter: Kamerstuk: 29 754, nr. 176].  
59 Ibid. 
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security personnel to view the scanned images.60  

In response to the introduction of the body scanner at Schiphol 
Airport, the Dutch Data Protection Agency (College Bescherming 
Persoonsgegevens) says that there is presently no reason to believe that the 
body scanner breaches privacy.61 Conversely, the Agency believes that 
the latest technology upholds privacy, because there will no longer be a 
need for a security officer to look at the picture.62 

Turning to the case law on security searches, in 2007, the Supreme 
Court of the Netherlands dealt with a case involving the intrusive 
physical examination of a cocaine smuggler.63 Under Dutch law64 and the 
applicable EU regulation,65 all passengers must pass through security 
screening prior to boarding a flight. The Court held that under article 8 
of the European Convention on Human Rights (ECHR),66 which governs 
the right to respect for private life, "private life" is broadly defined, and is 
a catch-phrase for the inherent rights related to the personal sphere, 
including the inviolability of the body.67 A search of the person is per se a 
violation of the right to private life, and derogation is only permitted if 
the breach serves a "legitimate purpose and the breach must be necessary 
in a democratic society". 68  The rationale for such a violation, as the 
Supreme Court explains, may be justified for "(small) objects can be 

60 Ibid. See further below Part VII. 
61 "Bodyscan schendt privacy niet", BNR Nieuwsradio (30 December 2009), online: BNR 
Nieuwsradio <http://www.bnr.nl/artikel/13910555/bodyscan-schendt-privacy-niet>.  
62 Ibid. 
63 Case No 01567/06, Supreme Court of the Netherlands [2007], para. 16 [hereinafter: Case 
no. 01567/06]. The case challenged the Dutch government's so-called "100% check" on all 
passengers from countries that have a high risk of drug smuggling, namely the Dutch 
Antilles and the Caribbean.  
64 See Luchtvaartwet [Dutch Aviation Code] (BWBR0002267), of 15 January 1958. Art. 37(f) 
provides the operator of an airport ensure that passengers, and their baggage, pass through 
security personnel who check for the presence of objects that may pose a threat to aviation.  
65 See Regulation (EC) No 300/2008, supra note 55, especially Annex, Sect. 4.1.1, which 
provides:  

"All originating, transfer and transit passengers and their cabin baggage shall be 
screened in order to prevent prohibited articles from being introduced into security 
restricted areas and on board an aircraft." 

66 European Convention for the Protection of Human Rights and Fundamental Freedoms, 
213 U.N.T.S. 222 [hereinafter: ECHR]. 
67 On the interpretation of Art. 8 of the ECHR, the Supreme Court of the Netherlands relied 
on the case of X and Y v. the Netherlands (No. 8978/80), [1985] 8 E.H.R.R. 235, which held (at 
para. 22) that private life is "a concept which covers the physical and moral integrity of the 
person": See Case no. A01567/06, supra note 63, para. 16. 
68 Case no. 01567/06, supra note 63, para. 16 [translation by author]. See also ECHR, Art. 8(2), 
infra note 116. 
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hidden in clothes, or on or in the body which can form (serious) threats 
for societal interests" that are necessary to be safeguarded.69 An intrusive 
body search should not be carried out on a regular basis. It must only be 
applicable when there is suspicion justifying the conduct of such a 
search, and the search must be subject to stringent criteria to safeguard 
the privacy of the individual.70 

In the same ruling, the Supreme Court made reference to the use 
of virtual examinations. In comparison to the manual body search of a 
person, the Supreme Court recognized that a virtual search would be 
less invasive and would also "substantially […] shorten" the time 
required for conducting such a search, especially when confronted with 
large groups of people.71 The body scanner, "which can see through the 
clothing, but not through the body of a person", also breaches the 
inviolability of the person, so its use must be assessed in light of article 8 
of the ECHR. 72  The Supreme Court therefore noted that certain 
conditions must be imposed on the use of virtual searches. The operator 
of the scanner must be of the same gender as the scanned passenger, and 
the use of the virtual body search must also comply with radiation 
norms established by the Dutch Decree on Radiation Protection.73 

The Dutch National Ombudsman also had the opportunity to deal 
with complaints regarding airport screening. On two occasions, the 
Ombudsman affirmed that despite overbearing security concerns 
passengers have a right to integrity of the person. The Ombudsman 
opined security personnel must screen passengers according to 

69 Case no. 01567/06, supra note 63..  
70 Ibid. To conduct an intensive body search, the Supreme Court has stipulated, among 
other criteria, there must be a legal basis for the search. Further, the body search must be 
conducted by persons of the same gender, and conducted in an enclosed environment. The 
body search must gradually move from a mild pat-down and then progress to a more 
intrusive strip search, and cavity search only if necessary—and if the latter is deemed 
necessary, must be conducted by a medical physician or nurse. See also The Netherlands, 
Besluit beveiliging burgerluchtvaart [Decree on the Security of Civil Aviation] of 9 December 
2002 (BWBR0014397), specifically Art. 6, on searches conducted by hand [hereinafter: 
Besluit beveiliging burgerluchtvaart]. 
71 The court was referring specifically in this case to the use of backscatter technology, but 
the results of this compared with the use of the millimetre wave technology is the same: 
Case no. 01567/06, supra note 63, para. 16. 
72 Ibid. 
73 See Besluit stralingsbescherming [Decree on radiation protection] of 21 July 2001 
(BWBR0012702), which stipulates that for members of the general public the upper limit of 
exposure to radiation should 1 mSv, or no more than 0.1 mSv each exposure: see the Decree 
on radiation protection, Arts. 48-49. In comparison, each use of the body scanner exposes a 
person to 0.0001 mSv of radiation. 
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"generally accepted norms of behavior", and must conduct the screening 
so that passengers are not unnecessarily burdened.74 This means that 
manual security screenings at the airport must be conducted in a way 
that is not overly embarrassing to the person.75  

Interestingly, in one instance, the National Ombudsman made a 
passing reference to the millimeter wave scanner. 76  Without directly 
addressing whether the scanning technology would raise issues of 
invading privacy,77 the Ombudsman opined that scanning technology 
would in the future prevent the kind of violation of physical integrity 
which the complainant had complained of.78  

Read together, both the Supreme Court decision and the opinion 
of the Dutch National Ombudsman would suggest that the body scanner 
is an efficient and permissible means of passenger screening at airport 
security and does not unnecessarily infringe upon the right to privacy of 
the searched persons more than a physical body search would. Indeed, 
as the body scanner removes that element of physical contact that 
passengers find too uncomfortable or invasive, the body scanner can be 
used to minimize infringements on the right to privacy through a 
physical pat-down. 

C. SITUATION IN THE UNITED KINGDOM

Although the UK has been carrying out trials with the scanner since 
2004, more machines have been introduced at Manchester and Heathrow 
airports since December 25, 2009. The House of Commons is fully 
supportive of the deployment of the body scanner,79 and in a trial of the 

74 See Besluit beveiliging burgerluchtvaart, supra note 70, Arts. 5(1) and 5(4) [translation by 
author].  
75 The Netherlands, Nationale Ombudsman, Report 2008/147 (15 August 2008), para. 18. 
The case dealt with a passenger who had a physical impediment, and was frisked and 
asked to remove his orthopedic shoes. Despite apparent discomfort to the passenger, he 
was made to wait in the security area and not offered a place to sit.  
76 The Netherlands, Nationale Ombudsman, Report 2007/280 (28 December 2007), "Wat 
betreft de wijze van fouillering" ["Concerning the way of frisking", translation per author], 
sect. b, para. 6 [hereinafter: Report 2007/280]. 
77 The National Ombudsman did rule that a physical frisk must occur in compliance with 
"generally accepted proper and polite conduct", and before certain intrusive measures are 
undertaken, a prior an agent must inform the passenger. The agent must also be friendly 
and patient, and must not use "impolite or rough language": ibid., "Wat betreft de wijze van 
fouillering" , sect. b, para. 4. See also Besluit beveiliging burgerluchtvaart, supra note 70, 
especially Art. 5(1). 
78 See Report 2007/280, supra note 76, "Wat betreft de wijze van fouillering", sect. b, para. 6. 
79 In fact, the UK House of Commons stated:  
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body scanner at Heathrow Airport over a period of four years, some 98% 
of passengers chose the new technology over a manual frisk.80 Even 
so, the UK's Equality and Human Rights Commission (EHRC), a 
statutory body mandated with the responsibility to protect and promote 
human rights, perceives the use of the body scanner as likely to breach 
article 8 of the European Convention.81 

On February 1, 2010, the UK Secretary of State for Transport 
announced the adoption of an Interim Code of Practice, which aims to 
respect the rights and sensitivities of the passengers screened. 82  The 
Interim Code of Practice itself does not cite any reasoning or statutory 
basis for the introduction of the body scanner.83 It merely states that 
airport operators must ensure that certain measures are undertaken to 
protect the privacy of the passenger, and that the introduction of the 
body scanner, along with the training of security officers, must be 
approved by the Department for Transport. 84  Thus, the strongest 
protection is that the security officer who analyses the image must not be 
able to see the passenger, while the security officer who must conduct a 
search of the passenger should an alarm be triggered must not be able to 
see the scanned image. The Code of Practice further states that the 

We were disappointed that new technology had not been introduced earlier, and 
were puzzled why scanners were only now being deployed on a major scale since 
the technology is already in use at British airports and trials of similar equipment 
had been carried out in 2006 in the aftermath of the "liquid bomb plot" […] 

See HC 311, supra note 25, at 5, para. 9. 
80 See comments of Colm Burke, in EU, European Parliament, "Oral debate on Impact of 
aviation security measures and body scanners on human rights, privacy, personal dignity 
and data protection" (21 October 2008), PV 21/10/2008-18.  
81 See Opinion of the Equality and Human Rights Commission, supra note 39, especially para. 4. 
Further, the EHRC warns of a "serious risk that the scanning technologies will be used in 
ways which discriminate directly or indirectly on grounds of race or sex": ibid. at para. 6, 
and also para. 35(e). 
82 UK, Department of Transport, "Interim Code of Practice for the Acceptable Use of 
Advanced Imaging Technology (Body Scanners) in an Aviation Security Environment" 
(January 2010), online: DoT 
<http://www.dft.gov.uk/pgr/security/aviation/airport/securityscanners/codeofpractice
/pdf/cop.pdf> [hereinafter: Interim Code of Practice]. After a period of introducing the body 
scanner and more public consultations, a Final Code of Practice will be adopted in the 
future: see Rt Hon Lord Andrew Adonis, Statement on "Transport Security" (1 February 
2010), online: DoT 
<http://www.dft.gov.uk/press/speechesstatements/statements/adonis20100201> 
[hereinafter: Adonis' Statement]. 
83 This is a complaint of the UK's Equality and Human Rights Commission: see Opinion of 
the Equality and Human Rights Commission, supra note 39, especially para. 35.  
84 See Interim Code of Practice, supra note 82, under "Equipment approval", "Training", and 
"Protocol" . 
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passenger may request that the image analyzer be of the same gender. 
Regarding the scanned image, the Code of Practice requires that the 
image of passengers be "destroyed and irretrievable", and that there 
must not be any way of copying or transferring the images.85 Further, 
passengers must be afforded a chance to "provide details of their age, 
gender, race, ethnic origin and religion or beliefs".86 Most importantly, 
the selection of passengers to be scanned should not be discriminatory or 
based on such characteristics as gender, age, race or ethnic origin.87  

Not all passengers are subject to full body scanning. However, 
those who are randomly selected must submit to scanning, or otherwise 
are not permitted to fly.88 This would also include children, even though 
the use of the body scanner has raised fears that it will violate the UK's 
child pornography laws.89 In March 2010, two women at Manchester 
Airport were denied boarding because they refused to be subject to 
scanning on religious and medical grounds, respectively.90  

The Code of Practice requires that such information on the body 
scanner be relayed to the passengers "at the earliest possible stage", and 
that the information "be adequate, clear and provided ideally before 
ticket purchase", available in a number of languages that fits the profile 
of the passengers using the airport.91 However, this is rarely, if ever, the 
case, and the vast majority of passengers are unaware of the precise 
nature of security measures until they enter the security zone. 
Furthermore, to refuse the body scan may arouse suspicions of security 
officers, and lead to questioning or detainment by police authorities.92 

D. BODY SCANNER VS. EU LAW AND THE EUROPEAN
CONVENTION ON HUMAN RIGHTS

It appears that under domestic laws of the Netherlands and the 

85 Ibid., under "Data Selection". 
86 Ibid. 
87 Ibid., under "Selection Criteria". 
88 Ibid., under "Communications". See also Adonis' Statement, supra note 82.  
89 See "Children must go through airport scanners, says Adonis", BBC News (29 March 
2010), online: BBC News <http://news.bbc.co.uk/2/hi/uk_news/8593404.stm>. 
90 See also Opinion of the Equality and Human Rights Commission, supra note 39, especially 
para. 6.  
91 See Interim Code of Practice, supra note 82, under "Communications". 
92 Under the UK's Terrorism Act 2000, police have the power to detain and question a 
person for up to 9 hours for no apparent reason if a person is at a port (including airport): 
see Schedule 7, under Sect. 2 'Power to stop, question and detain', especially paras. 2(2) and 
6.  
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UK, the introduction of the body scanner is permissible. However, both 
countries are Member States of the European Union, and despite having 
the right under Regulation (EC) No 300/2008 to apply more stringent 
measures to deal with aviation security, such measures must be 
undertaken "on the basis of a risk assessment and in compliance with 
Community law".93 

Although the European Data Protection Supervisor ("EDPS") did 
not declare that the use of the body scanner per se violates privacy laws,94 
the organization devoted to protecting personal data and privacy within 
the EU noted that the use of the body scanner has a "significant impact 
on the privacy of passengers".95 For some, especially those with certain 
health problems, being subjugated to a scan may even be "a humiliating 
experience".96 Reference must therefore be made to the legal framework 
on fundamental rights, and all security controls must give preference to 
"the least invasive measures" possible.97 Does the introduction of the 
body scanner in the two aforementioned EU Members States have regard 
to fundamental human rights that apply within the EU? This is the 
question to which we now turn. 

 The Treaty on the European Union establishes that the EU and its 
Member States are committed to the protection of fundamental freedoms 
and human rights.98 Indeed, provisions of the European Convention for 
the Protection of Human Rights and Fundamental Freedoms ("ECHR") 

93 Regulation (EC) No 300/2008, supra note 55, Preamble, para. 10, and Art. 6. Whatever 
measures an individual Member State undertakes, the measures must be "be relevant, 
objective, nondiscriminatory and proportional to the risk that is being addressed" (Art. 
6(1)), and the measures must be communicated to the Commission "as soon as possible 
after their application" (Art. 6(2)).  
94 Giovanni Buttarelli, Assistant Supervisor of EDPS, "Speech before the Meeting of LIBE 
Committee on Civil Liberties, Justice and Home Affairs on recent developments in 
Counter-terrorism policies (body scanners, "Detroit flight"...", (27 January 2010), para.11, 
online: EDPS 
<http://www.edps.europa.eu/EDPSWEB/webdav/site/mySite/shared/Documents/ED
PS/Publications/Speeches/2010/10-01-27_body_scanners_EN.pdf> [hereinafter: Speech 
before the LIBE Committee]. 
95 Ibid., para.11. 
96 Ibid., para. 9. 
97 Ibid., para. 5.    
98 See TEU, supra note 55, Preamble, paras. 2 and 4, and Arts. 2 and 6 . Since the coming 
into effect of the Treaty of Lisbon on 1 December 2009, the Charter of Fundamental Rights 
of the European Union is now also applicable. Art. 7 of the Charter provides, in language 
similar to that of Art. 8 of the ECHR, and provides: "Everyone has the right to respect for 
his or her private and family life, home and communications". 
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are applicable as "general principles of the Union's law".99 Under article 8 
of the European Convention, no public authority may interfere with an 
individual's "private […] life". 100  "Private life" under the Convention 
should be understood to cover "the physical and psychological integrity 
of a person".101 The State may, however, derogate from this obligation, as 
the protection of private life must be balanced against the "interests of 
national security, public safety or the economic well-being of the 
country".102  

The European Court of Human Rights (ECrtHR) believes that a 
search by a public authority is per se an interference with the private life 
of an individual.103 In the case of Sciacca v. Italy, the ECrtHR pronounced 
that the concept of private life under article 8 of the Convention extends 
to a person's right to their image, which covers photographs. 104 
Furthermore, the Court held that every individual has "a zone of 
interaction" with other persons which falls within the scope of private 
life, and for the general public, this "zone of interaction" is larger than for 
a public person.105  

Placed in context, the black and white scan image produced by the 
body scanner is no doubt an image of the individual, and according to 
the reasoning of the ECrtHR, ordinary members of the travelling public 
have a right to have their privacy respected. Although the image is 
immediately deleted after it has been analyzed, it is viewed momentarily 
by a security officer. Thus, the scanning of a person to produce an image 
which is subsequently seen by another "has a bearing on the extent of the 
invasion of privacy but not on the fact of the privacy invasion itself".106  

The UK's Equality and Human Rights Commission does not deem 
security concerns to justify the intrusions into privacy incurred upon 

99 TEU, supra note 55, Art. 6(3). 
100 ECHR, supra note 66, Art. 8(1).  
101 Gillan and Quinton v. United Kingdom (No 4158/05), [2009] E.C.H.R. 28, para. 61. See also 
von Hannover v. Germany (No. 59320/00), [2004] E.C.H.R. 294, para. 50.  
102 ECHR, supra note 66, Art. 8(2) reads:  

There shall be no interference by a public authority with the exercise of this right 
except such as is in accordance with the law and is necessary in a democratic 
society in the interests of national security, public safety or the economic well-being 
of the country, for the prevention of disorder or crime, for the protection of health 
or morals, or for the protection of the rights and freedoms of others. 

103 See Foka v. Turkey (No. 28940/95), [ECrtHR, 2008], para. 85.  
104 Sciacca v. Italy (No. 50774/99), [2005, ECrtHR], at para. 29.  
105 Ibid., at para. 29. See also von Hannover v. Germany, supra note 101, at para. 50.  
106 Opinion of the Equality and Human Rights Commission, supra note 39, especially at para. 16.  
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airport searches. 107  However, it is clear that in the interest of 
safeguarding national security and public safety108 there is a legitimate 
reason to derogate from the fundamental norm. Specifically, in the case 
of Phull v. France, the ECrtHR held that "security checks at airports are 
undoubtedly necessary in the interests of public safety".109 In January 
2010, referring to searches of the person, the European Court held: 

[an] air traveller may be seen as consenting to such a search by 
choosing to travel. He knows that he and his bags are liable to be 
searched before boarding the aeroplane and has a freedom of 
choice, since he can leave personal items behind and walk away 
without being subjected to a search.110 

Does an air traveler in this case really have a choice? Most long 
distance travel can only feasibly be completed by airplane.111 In the case 
of the UK, it is unclear why passengers must submit themselves to a 
body scan and why the alternative of a manual pat-down, which 
physically is more invasive to privacy than a body scanner, is not 
available to the passenger. Thus, on the one hand the European Court 
appears to be saying that passengers would enjoy an extended right to 
privacy and should not be subject to having images of them taken, on the 
other hand the necessity of security measures are overbearing. It is 
unclear whether the court will lean toward the protection of 
fundamental rights if the body scanner is ever challenged before it.   

As alluded to earlier, the introduction of the body scanner in the 
UK and the Netherlands rests on the prerogative of EU Member States to 
apply more stringent measures in safeguarding aviation security. 112 
However, do they conform to the requirement that any such stringent 

107 Ibid., at paras. 20-23.  
108 ECHR, Art. 8(2), supra note 102. 
109 Phull v. France (No. 35753/03), [2005, ECrtHR]. Further, the Court held that security 
checks to which passengers are subject to prior to departure do not constitute a restriction 
on the freedom of movement, as was alleged by the applicant.  
110 Gillan and Quinton v. United Kingdom, supra note 115, at para. 64. This position is 
strikingly similar to the approach taken in the Supreme Court of the United States: see e.g. 
Gilmore v. Gonzales 435 F.3d 1125, 1137 (9th Cir. 2006) (see below, Sect. VI, Part E). 
111 The UK's Equality and Human Rights Commission does not believe that there is real 
consent when one enters the airport:  see Opinion of the Equality and Human Rights 
Commission, supra note 39, paras. 20-23 and 29. Indeed, in the UK's Interim Code of Practice, it 
notes that consequences of refusing to be subject to a scan must be "adequate, clear and 
provided ideally before ticket purchase", which is rarely, if ever, the case: see Interim Code 
of Practice, supra note 82, under "Communications". 
112 Regulation (EC) No 300/2008, supra note 55, Preamble, para. 10, and Art. 6.  
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measure is "on the basis of a risk assessment and in compliance with 
Community law"?113  

To be in accordance with Community law, due regard must be had 
to fundamental freedoms. This was clearly pronounced by the European 
Court of Justice in the case of Kadi,114 where the Court held that all acts of 
Member States must be in conformity with the Treaty on European 
Union, 115  as well as fundamental freedoms, of which the European 
Convention forms the core. 116  Measures that are incompatible with 
human rights "are not acceptable".117  

Despite the authority given to States to adopt individual measures, 
the introduction of the body scanner without any regard to human rights 
concerns contravenes EU law.118 Indeed, in the UK, the Interim Code of 
Practice was introduced only in February, even though the body 
scanners were in place a month earlier. Furthermore, public consultation 
regarding the use of the body scanner only started after its 
introduction. 119  In the Netherlands, there is no published code of 
practice, and no public consultation has taken place, for the Minister 
introduced the measure hastily after the foiled attempt of 25 December, 

113 Opinion of the Equality and Human Rights Commission, supra note 39, para. 34. 
114 See e.g. Kadi v Council of the European Union and Commission of the European Communities 
(No. 402/05), [2008] ECR I-0000 [hereinafter: Kadi]  The case dealt with the legality of the 
European Union in freezing of assets belonging Mr. Kadi, who had links to Osama bin-
Laden and Al-Qaeda.  
115 See TEU, supra note 55, Preamble, para. 3, and Art. 6.  
116 Kadi, supra note 114, para. 283. 
117 Ibid., para. 284. Schmidberger v. Austria (No. 112/00), [2003] ECR I-5659, para. 73 
("measures which are incompatible with observance of the human rights thus recognized 
are not acceptable in the Community"). See also Opinion of the Court of 28 March 1996, 
Accession by the Community to the European Convention for the Protection of Human Rights and 
Fundamental Freedoms (ECJ Opinion 2/94), [1996] ECR I-1759, para. 34 ("Respect for human 
rights is therefore a condition of the lawfulness of Community acts"). 
118 Further, the UK's Equality and Human Rights Commission notes that the adoption of 
the Code of Practice with regard to the body scanner has no legal basis because there is no 
reference at all to any statutory scheme: Opinion of the Equality and Human Rights 
Commission, supra note 39, especially at para. 35(a).   
119 As the UK's Department for Transport noted:  

The Government would have liked to have consulted fully before producing this 
interim code and before introducing security scanners. However, given the urgency 
of the situation in the days following the Detroit attack, it was imperative to act 
quickly to strengthen our airport security measures for the protection of all 
passengers boarding flights. 

 See UK, Department for Transport, "Information on the implementation of security 
scanners" (22 March 2010), online: DfT 
<http://www.dft.gov.uk/pgr/security/aviation/airport/securityscanners/information/> 
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2009. To conclude, in both Member States, the lack of consideration of 
human rights issues suggests the measures adopted to implement the 
body scanner violate EU law.  

E. SITUATION IN THE UNITED STATES

Already in 1998, the US had passed a law to authorize the FAA to
conduct research into new security and passenger surveillance 
technologies at airports. 120  Currently, the body scanner has been 
deployed at no less than 23 airports across the US.121 Both the millimeter 
wave and backscatter X-ray scanners are being deployed in the US as an 
alternative to the traditional and mandatory pat-down screening, and 
under the "Principle of Individual Participation", the security agency 
must obtain the passenger's consent for the full body scan to be used.122  

Following the December 25, 2009 incident, the TSA has promptly 
revised its plan for the procurement and deployment of the full body 
scanner.123 By 2014, some 1800 body scanners will be introduced across 
the US.124 Whereas previously the body scanner was an alternative at the 
secondary security screening, in the future the device will be used as a 
primary screening measure. Even so, "an alternative but comparable 
screening method, such as a physical pat down" will continue to be an 
alternative for the passenger to elect.125  

According to the privacy impact assessment conducted by the US 
Transportation Security Administration, 126  strict guidelines have been 
issued to ensure that the security officers are aware and comply with 
operating procedures of the body scanner. 127  What is emphasized 

120 See FAA Research, Engineering, and Development Authorization Act of 1998, Pub. L. No. 
105-155 (1998).
121 For details of which airports in the US have introduced the body scanner as of 22 April
2010, see Petition for Suspension of TSA Full Body Scanner Program, Electronic Privacy 
Information Center, et al. (21 April 2010), online: EPIC
<http://epic.org/privacy/airtravel/backscatter/petition_042110.pdf> [hereinafter: EPIC 
Petition].
122 TSA Privacy Impact Assessment, supra note 9, at 6-7. 
123 See GAO-10-484T, supra note 7.
124 Ibid., at 4-6.
125 Ibid., at 5.
126 This impact assessment was conducted pursuant to Sect. 222 of the US Homeland
Security Act 2002, Publ. L. No. 107–296, which burdens the Department of Homeland 
Security with the task of ensuring that the use screening technologies "sustain, and do not
erode, privacy protections relating to the use, collection, and disclosure of personal 
information" (specifically Sect. 222(1). See TSA Privacy Impact Assessment, supra note 9, at 2.
127 However such guidelines and technical details are deemed sensitive and therefore not
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repeatedly is the fact that scanned images are viewed remotely, and that 
the image is not retained, thereby providing "strong privacy protections 
that permit security benefits to be achieved". 128  With regard to the 
millimeter wave body scanner, there has been broader acceptance of this 
new method of security screening, at least in the initial period in the 
USA. Thus in early 2008, the TSA recorded that some 90 percent of 
passengers opted for this.129 

Even so, dozens of US-based civil rights organizations have 
petitioned the TSA to suspend the body scanner programme, citing the 
fact that the new technology "subjects all air travelers to 
unconstitutionally intrusive searches that are disproportionate and for 
which the TSA lacks any suspicion of wrongdoing".130 Before a Senate 
committee hearing on the issue of privacy, the American Civil Liberties 
Union highlighted the opinion that administrative searches to safeguard 
aviation security must utilize technology that is not only effective, but 
which least burdens the travelling public. 131 

Thus it is evident that security and privacy appear to be two 
matters of great importance in a tug-of-war. After reviewing the history 
of measures to battle terrorism in aviation, the US President's 
Commission on Aviation Security and Terrorism succinctly noted in 1990 
that "the more security measures are imposed, the more fundamental 
freedoms are restricted".132 After the events of September 11, 2001, the 
9/11 Commission called for improvements in the ability of screening 
checkpoints to detect explosives on passengers, but was also concerned 
with the protection of civil liberties.133 Indeed, it is admitted that security 
and liberty go hand in hand, "since the protection of one helps protect 

publicly available: see TSA Privacy Impact Assessment, supra note 9, at 5. The EU has similar 
policies regarding procedural details on the screening of passengers and technical 
specifications of screening equipment which are also kept secret, for "the disclosure of 
which could facilitate their circumvention and the perpetration of acts of unlawful 
interference": see e.g. Regulation (EC) No. 820/2008, supra note 55, Preamble, para. 4.  
128 TSA Privacy Impact Assessment, supra note 9, at 10. Further, security operators of the 
device are not permitted to take "cameras, cell phones, or photo-enabled devices" into the 
resolution room: see GAO-10-484T, supra note 9, at 7. 
129 Compared to 70-75 percent of passengers opting for the backscatter technology. The 
(then) chief of the TSA explains that the general acceptance of body scanner screening may 
be because it is "less invasive to use this technology than to do the pat-down": see US, TSA, 
Press Release, "TSA Chief's Goal: Win Back the Passengers" (18 January 2008).  
130 EPIC Petition, supra note 121. 
131 See ACLU Testimony, supra note 38. 
132 See Report of the Commission on Aviation Security and Terrorism, supra note 28, at 114. 
133 9/11 Commission Report, supra note 29, 393-394. 
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the other".134  

The Fourth Amendment to the US Constitution protects the 
individual against "unreasonable search and seizure" by providing that 
"the right of the people to be secure in their persons, houses, papers, and 
effects […] shall not be violated". 135  Searching through bags and 
screening passengers per se constitute "intrusions against privacy",136 and 
US courts have long attempted to uphold a fundamental constitutional 
right 137  against the greater public interest of maintaining national 
security. Even so, in balancing between an individual's privacy right and 
the interest of safeguarding security and public order, US courts have so 
far not found that the former outweighs the importance of the latter.138 

That a State enjoys the sovereign right to conduct searches at the 
airport is irrefutable, and US courts have held that going through a metal 
detector irrefutably constitutes a search "within areas most intimate to 
the person where there is a normal expectation of privacy".139 Indeed, the 
intrusion of privacy at the airport is "not insubstantial", for it is often 
"inconvenient and annoying, in some cases it may be embarrassing, and 
at times it can be incriminating".140 The 1973 case of United States v. 
Skipwith laid down the rules regarding the constitutionality of airport 
searches in the US. The Fifth Circuit summed up the dilemma between 
privacy and security:  

134 Ibid., 395 
135 Constitution of the United States, Fourth Amendment--Search and Seizure. 
136 Ibid. In United States v. Skipwith, the court agreed that security officers conducting 
searches at the airport are "much more likely to be solicitous of the Fourth Amendment 
rights of the traveling public":  482 F.2d 1272, 1276 (5th Cir. 1973). 
137 In United States v. Marquez, the court held that "even with the grave threat posed by 
airborne terrorist attacks, the vital and hallowed strictures of the Fourth Amendment still 
apply: these searches must be reasonable to comport with the Constitution": supra note 26, 
at 618. 
138 See e.g. United States v. Hartwell, 436 F.3d 174, 181 (3rd Cir. 2006), holding that an airport 
search: 

does not offend the Fourth Amendment even though it was initiated without 
individualized suspicion and was conducted without a warrant. It is permissible 
under the administrative search doctrine because the State has an overwhelming 
interest in preserving air travel safety, and the procedure is tailored to advance that 
interest while proving to be only minimally invasive.  

139 United States v. Albarado, 495 F.2d 799, 803 (2d Cir. 1974). In United States v. Skipwith the 
court held that "[metal] detectors, visual inspection, and rare but potential physical 
searches appear […] to provide as much efficiency to the process" of a search as possible: 
see supra note 136, at 1275. See also Solomon (2008), supra note 5, at 647. 
140 United States v. Skipwith, supra note 136, at 1276. 
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No one can gainsay that airport searches are annoying. Certainly 
all citizens look forward to the day when skyjackings and their 
sequels, airport search and security measures, cease. […] Until that 
time arrives, however, the portent for evil supplies the requisite 
Fourth Amendment reasonableness to justify the search of any 
person who presents himself at a boarding gate to enter an 
aircraft.141 

Thus, despite the high regard with which the Fourth Amendment 
is held, the "public necessity and efficacy" of airport searches in deterring 
and preventing hijacking is "unquestionably grave and urgent". 142 
Deciding on the reasonableness of a search that would otherwise violate 
the Fourth Amendment, the Fifth Circuit also noted:  

the jeopardy to hundreds of human lives and millions of dollars of 
property inherent in the pirating or blowing up of a large airplane 
[…] alone meets the test of reasonableness […]143 

Even so, a search at the airport does not mean an unfettered right 
to intrude into the privacy of passengers. The airport screening must be 
conducted for the sole purpose of preventing a terrorist attack, and must 
not be "more extensive or intensive than necessary, in light of current 
technology, to detect weapons or explosives". 144  Hinting at what not 
being "more extensive or intensive than necessary" means, the 2006 case 
of United States v. Hartwell emphasized that the lack of any physical 
touching in the primary screening process is "well-tailored to protect 
personal privacy". 145 Placed in the context of the latest body scanner 
technology, the judgment in Hartwell would suggest the lack of physical 
touching is enough to protect privacy rights of passengers. As the full 
body scanner does not physically touch the screened passenger, it can be 
expected that whether the new technology is overly "extensive or 
intensive" to the intrusion of privacy will be moot. In passing, a New 
York District Court in April 2010 had the opportunity to deal with this 

141 Ibid., at 1279. 
142 United States v. Davis, 482 F.2d 893, 910 (9th Cir. 1973). As the court reasoned, the 
"potential damage to person and property from such acts is enormous. The disruption of 
air traffic is severe. There is serious risk of complications in our foreign relations" (ibid.). See 
also United States v. Marquez, which held that "the potential damage and destruction from 
air terrorism is horrifically enormous":  supra note 26, at 618. 
143 United States v. Bell, 464 F.2d 667, 675 (2d Cir. 1972) [emphasis in original]. See also 
United States v. Skipwith, supra note 136, at 1276. 
144 United States v. Marquez, supra note 26, at 616. See also United States v. Aukai, supra note 
26, at 962. 
145 United States v. Hartwell, supra note 138, at 180.  
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very issue.146 Vanbrocklen v. TSA recognized that the use of non-metal 
explosives "has broadened the scope of reasonable airport searches",147 
effectively implying that in the balance of detecting and deterring new 
threats to aviation security, the new body imaging technology does not 
create an unacceptably "extensive or intensive" intrusion to privacy. 

 The court in Hartwell also emphasized three elements that make 
airport screenings tailored to be minimally intrusive. Firstly, all 
passengers are subject to the search; secondly, the search is conducted in 
a public area. 148  Lastly, the screening procedure is "rendered less 
offensive -- if not less intrusive -- because air passengers are on notice 
that they will be searched".149 Use of the body scanner, as the TSA has 
notified the general public, will indeed be on all passengers at the 
primary security check (subject to the right to decline and elect a pat-
down) and will be conducted in a public area in view of all other 
passengers. Furthermore, there is sufficient notification that passengers 
will be subject to the screening, therefore the body scanner will likely 
pass the test of being minimally intrusive. 

 Additionally, courts have repeatedly upheld that the passenger 
must always be afforded the option of avoiding the search by electing 
not to fly.150  In the 2006 case of Gilmore v. Gonzales, the Ninth Circuit held 
that airport security screening procedures— whether through behavioral 
profiling, identification check, or through the use of a magnetometer or a 
physical search of the passenger's person and baggage— are reasonable, 
albeit intrusive, inconveniences to the passenger, as long as the "potential 
passenger maintains the right to leave the airport instead of submitting 
to the search".151  In submitting to a search, the passenger essentially 
grants the government "a license to do what it would otherwise be 
barred from doing by the Fourth Amendment".152 Indeed, in the 2007 
case of United States v. Aukai, the Ninth Circuit Court of Appeals 
affirmed that airport screenings are not dependent "in whole or in part, 
upon the consent of the passenger being searched".153 

146 Vanbrocklen v. TSA, supra note 9.  
147 Ibid., at 8-9. 
148 Only by request of the passenger is a search conducted in a private setting. This consent 
of the passenger further reduces the level of intrusion of privacy. 
149 United States v. Hartwell, supra note 138, at 180-181. 
150 United States v. Marquez, supra note 26, at 616. See also United States v. Davis, supra note 
144, at 910-11. 
151 Gilmore v. Gonzales, supra note 110, at 1137-1138.   
152 See ibid., at 1139. 
153 United States v. Aukai, supra note 26, at 956 and 960-961. See also United States v. Davis, 
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The above cases illustrate clearly that in challenges that airport 
searches violate the constitutional right to privacy, US courts have 
always deferred to the "overwhelming interest in preserving air travel 
safety".154 The body scanner, despite concerns that the images are able to 
reveal medical ailments or physical impediments that are extremely 
private to the screened passenger, appears to pass the reasonableness 
tests that accompany a search in the context of an airport. 

F. SITUATION IN CANADA

Canada experimented with the full body scanner with trials at
Kelowna International Airport in 2008. Since December 25, 2009 
Canadian authorities have unveiled plans to introduce the new 
technology at the country's major gateway airports. Responding to the 
wide scale introduction of the body scanner in January 2010, the Privacy 
Commissioner of Canada noted as an alternative to the physical pat-
down—which many passengers already "consider to be privacy invasive 
and objectionable"— the body scanner remains "controversial".155  

The Canadian Air Transport Security Authority (CATSA) has 
issued assurances that the body scanner is only a "secondary screening 
tool", used if passengers are randomly or on suspicion required to go 
through a second security screening.156  A privacy impact assessment by 
CATSA outlines a number of strategies to minimize intrusions of 
privacy. The use of the body scanner is completely voluntary, as the 
alternative of a physical pat-down is still available. 157  Indeed, the 

supra note 144, at 908.  
154 United States v. Hartwell, supra note 138, at 181. 
155 When assessing whether a measure to guarantee security is at odds with privacy, the 
Privacy Commission has come up with a four-point test:  

Is the measure necessary to address a specific risk? Does it work? Is the loss of 
privacy proportionate to the identified need? And is there a less privacy-invasive 
way of achieving the same end? 

See Office of the Privacy Commissioner of Canada, News Release, "Airport security 
scanners must respect privacy, Privacy Commissioner insists" (January 2010) [hereinafter: 
Opinion of the Privacy Commissioner of Canada]. Despite the possible infringement of privacy,  
80% of Canadians are supportive of the body scanner, and 72% of people would prefer the 
scanner in lieu of a physical pat-down: see "Canadians Generally Supportive of Scanner 
Use", HarrisDecima (12 January 2010). 
156 Canada, Canadian Air Transport Security Authority, "Millimeter Wave Imager—
Privacy Impact Assessment" (3 November 2009), online: CATSA <http://www.catsa-
acsta.gc.ca/file/library/59/english/PIA%20summary.pdf > [hereinafter: CATSA Privacy 
Impact Assessment]. 
157 Ibid, under Principle 3. 
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Canadian government has guaranteed it will "take all reasonable steps to 
safeguard the privacy and personal dignity of travelers", and promises 
that all screening with the body scanner is anonymous, as information 
like the passenger's name, passport data and flight information will not 
be associated with the image. 158 Additionally, the imaging process is 
conducted discreetly, so that the images are viewed from a remote 
location by a security officer and will be immediately deleted.159   

With regards to the reaction of courts in Canada to searches at the 
airport, the legal opinion is more or less consistent with the US. 
Although privacy is an important concern, public security appears to 
trump an individual right to private life. Under Section 8 of the 
Canadian Charter of Rights and Freedoms, every person "has the right to 
be secure against unreasonable search or seizure".160 In the Canadian 
Supreme Court case of Hunter v. Southam Inc., 161  Section 8 of the 
Canadian Charter was declared an "entrenched constitutional 
provision"162 which serves to "protect individuals from unjustified state 
intrusions upon their privacy".163 In the context of a border crossing, it 
has been held that the context "represent a unique factual circumstance" 
for the purposes of protecting individuals' against intrusions of 
privacy. 164  Therefore, in a setting such as the airport where security 
screening is mandatory, the degree of privacy that is expected "is lower 
than in most other situations".165 In the latest case in 2008, the Supreme 
Court of Canada held that for the State to ensure the "transportation 
system is both secure and not being used to further criminal activity",166 a 
passenger going to the airport must reasonably be aware of screening 
procedures and must submit to such procedures.  

To conclude on whether the use of the body scanner will intrude 

158 Opinion of the Privacy Commissioner of Canada, supra note.157. 
159 Ibid. See also CATSA Privacy Impact Assessment, supra note 159, Principle 4. 
160 Canadian Charter of Rights and Freedoms, Part I of the Constitution Act, being Schedule B to 
the Canada Act (U.K.) 1982, c. 11 (Charter), Sect. 8. 
161 Hunter v. Southam Inc., [1984] 2 S.C.R. 145, 
162 Ibid., per Dickson J., at 158. 
163 Ibid., at 160. 
164 R. v. Monney, [1999] 1 S.C.R. 652, para. 4. 
165 See R. v. Simmons, [1988] 2 S.C.R. 495, at 528 ("[…] the degree of personal privacy 
reasonably expected at customs is lower than in most other situations. People do not expect 
to be able to cross international borders free from scrutiny"). See also in R. v. Kang-Brown, 
[2008] 1 S.C.R. 456, at para. 45 ("security measures taken at airports have of necessity 
resulted in a diminished expectation of privacy in that setting"); see also para. 230.  
166 R. v. Kang-Brown, [2008] 1 S.C.R. 456, at para. 228. In the case cited, that criminal activity 
refers to the use of transportation system for the transport of illegal narcotics.  
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unnecessarily on rights of privacy, the opinion of the courts in Canada 
cited above seems to answer in the negative. 

VII. TOWARD PRIVACY-PROTECTIVE SECURITY?

Technology is fast developing and evolving, and concerns of
privacy advocates may have already been addressed. The Information & 
Privacy Commissioner of Ontario, Canada published a report in mid 
2009 in which she defended that the body scanner could be a 
"transformative technology", arguing that the new screening technique 
does not necessarily need to fit into the "'zero-sum' paradigm of security 
vs. privacy, in which gains in security are met with corresponding losses 
in privacy (and vice versa)".167  

 Computer algorithms exist that can be used for "de-identifying 
raw images for backroom screeners" or that utilize generic body images 
that portray merely the outline of the scanned person.168 The algorithm 
automatically masks the face and genitals of the screened person.169 This 
technology would undoubtedly address many of the concerns that 
privacy advocates have of the new technology. 

Indeed, since 2007, Amsterdam Schiphol Airport has introduced 
an automated threat detection technology known as 'Security Scan'. 
Touted as the only screening technology that fully safeguards personal 
privacy, the Security Scan utilizes a computer to analyze scanned images 
of passengers without the need for a human screener.170 After scanning a 
passenger, a "stylised human figure" appears on a screen. If a foreign 
object is detected, the computer will highlight it on the human figure, 
and a security officer will then proceed to perform a target search, 
thereby giving passengers a more pleasant security screening experience. 
The use of Security Scan is optional, although refusal to go through the 
machine will result in a full pat-down.171   

167 See Opinion of the Information and Privacy Commissioner of Ontario, supra note 2, at 1.  
168 Ibid., at 6-7.  
169 Ibid., at 4.  
170 See Brochure Security Scan, available online: 
<http://www.schiphol.nl/web/file?uuid=073bd3ea-e022-4beb-9b8e-
216306f6a88b&owner=fc5889a9-e049-442a-b208-b416f05e180d> (9 April 2010).  
171 See the Netherlands, National Coordinator for Counterterrorism, "Factsheet Security 
Scan" (6 January 2010), online National Coordinator for Counterterrorism 
<http://english.nctb.nl/Images/Factsheet%20security%20scan%20UK_tcm92-
246192.pdf>.  
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 Research by the Dutch Institute of Applied Science (TNO) revealed 
that radiation from the new Security Scan is minimal compared to 
acceptable EU standards, as the scanner uses millimeter wave 
technology, and not X-rays or any other ionising radiation, to penetrate 
the clothes and the human body.172 With regards to the effectiveness of 
the Security Scan, the Dutch National Coordinator for Counterterrorism 
notes that the technology is able to detect metallic as well as non-metallic 
objects, and therefore "can make a positive contribution to the 
effectiveness, but also to the efficiency, of airport security".173 Moreover, 
unlike the conventional body scanner, Security Scan has the ability to 
penetrate through the body and detect concealed objects that have been 
swallowed by the passenger. 

 Overall, the Security Scan machinery deployed at Schiphol Airport 
would seem to even satisfy the need for techniques that are, in the words 
of the European Data Protection Supervisor,  "more privacy friendly" 
and which "appear to be more compliant with EU law" on privacy.174  

VIII. CONCLUSION

In the tale of The Emperor's New Clothes, the emperor 'dons on'
his new clothes and parades around with a false sense of pride and 
assurance that he owns the finest piece of clothing in the land. Cunning 
tailors have convinced the emperor that people who could not see the 
magnificence of the invisible clothes were either ignorant or 
incompetent. Out of blind reverence for the emperor, and out of fear of 
punishment, the people were full of praise, and nobody dared to say the 
emperor wore nothing. Nobody, except a child, who pointed out that the 
emperor was in fact stark naked.  

In the latest strategy to combat terror in the skies, the body scanner 
has been touted as a safe and effective means. The scanned images reveal 
passengers in all their nakedness, and strip them bare of all personal 
secrets and whatever medical ailments they, and they alone, know of. 
Even if the images are being viewed by some unknown security officer 
in some unknown location, the naked truth remains: one of the most 
sacred foundations of a democratic society, an individual's right to 
privacy, to physical and personal integrity, is being infringed upon. The 
question is whether this infringement can be justified in the necessity 

172 Ibid. 
173 Ibid. 
174 Speech before the LIBE Committee, supra note 94, paras. 11-14. 
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and national interest of guaranteeing safe skies and threat-free mass 
transportation.  

 The existing jurisprudence in the United States, Canada, the 
Netherlands, and even the UK suggest that privacy is not an absolute or 
unlimited right which exists to the exclusion of all others. Often, privacy 
is a right that must be balanced against the rights or interests of others or 
of society at large. Indeed, in the US and the Netherlands, the body 
scanner's lack of any physical contact seems to satisfy privacy concerns. 
In the UK, there is no alternative to the body scanner, and one must 
forfeit the flight if one refuses to be body scanned. Tested against the use 
of the body scanner, and despite serious misgivings about the 
effectiveness of the new security measure, security concerns may 
triumph at the end of the day. However, new versions of the body 
scanner with built-in privacy protective operational measures may be a 
compromise to concerns of passengers and the eagerness with which 
governments wish to introduce the new technology. 

Security can never be 100% fool-proof, but to guarantee the most 
effective and efficient screening of threats requires a multi-layered 
approach. Intelligence, and not necessarily blind reliance on the latest 
technology, is key for democracies to combat terrorism. Indeed, as the 
UN's Special Rapporteur on human rights and counter terrorism noted, 
the most privacy intrusive measures are not necessarily also effective 
ones in preventing terrorism.175 

 To allay concerns about privacy infringements and dispel the fears 
of the technology being abused, concrete guidelines and procedures are 
essential. The UK's Interim Code of Practice is a step in the right 
direction. However, its adoption did not have proper regard of human 
rights concerns or the input of relevant stakeholders, and as argued, may 
therefore even be in violation of EU law. Aviation authorities, together 
with the legislatures in North America and Europe must weigh in all the 
costs and benefits as well as human rights concerns and weaknesses of 
the new technology. The public must also be adequately informed of 
their rights— not only their right to refuse, but also informed about the 
degree to which their rights may be infringed upon if they acquiesce to a 
body scan, while ensuring that such infringements upon the rights of 
ordinary travelers are de minimis. In the grander scheme of things, 
security checks at airports must also be coupled with effective passenger 
profiling and seamless exchange of available intelligence between 

175 Scheinin, "Privacy and security can be reconciled", supra note 22.  
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governments, airport authorities and airlines. This greatly enhances the 
likelihood that a potentially dangerous element to aviation can be timely 
caught in the myriad webs of overlapping security checkpoints and 
controls. 

Terrorism's most potent threat in democratic societies is its ability 
to injure the very characteristic that defines such societies: a commitment 
to openness and protection against infringements on the liberty of the 
individual. If in the name of security we strip ordinary members of the 
travelling public of their right to private life, then the terrorism has 
already achieved its objective.  
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