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ABSTRACT

Since the dawn of the space age, the use of space for intelligence gathering
has been one of the most predominant uses of outer space. Military
intelligence gathering is crucial for national and global stability in many
different ways. The availability of satellite imagery from commercial
satellites is rapidly improving and becoming more affordable, while the
resolution of such imagery is becoming progressively more refined. Thus,
in international relations, this is a new and interesting development,
which would have significant implications and challenges in
contemporary international law, including space law. This paper
addresses some of the international legal issues in the sourcing of military
intelligence from commercial satellites. Specific topics discussed include,
the legitimacy of espionage generally in international law and space law,
State responsibility, exposure to criminal and civil liability and to
targeting, and individual criminal responsibility. The paper concludes
that in principle the current rules of armed conflict are applicable to the
collection of military intelligence by commercial satellite operators.
However, there is an urgent need for clarification to determine what
precisely is applicable and what is not applicable. Therefore, it is
recommended that a more elaborate study of at least the suggested issues
should be taken.

RtSUMt

Depuis l'aube de l'6re spatiale, l'utilisation de l'espace A des fins de
renseignement, a &6 l'une des principales exploitations de l'espace extra-
atmosph~rique. La collecte de renseignement militaire est cruciale pour la
stabilit6 nationale et internationale, A de nombreux niveaux. La
disponibilit6 de l'imagerie satellitaire provenant de satellites
commerciaux augmente rapidement et devient plus abordable, tandis que
la resolution de ces images s'affine progressivement. Dans le cadre des
relations internationales, ceci repr~sente un nouveau d~veloppement
intressant, qui pourrait avoir des implications et repr~senter des enjeux
significatifs en droit international contemporain, notamment en droit
spatial. Cet article aborde certains probl~mes juridiques internationaux,
lies A d'acquisition de renseignement militaire par des satellites
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commerciaux. Les points particuliers abord6s sont notamment : la 16galit6
de lespionnage d'un point de vue g6n6ral, en droit international et en
droit spatial ; la responsabilit6 de lttat ; [exposition au risque de
responsabilit6 p~nale et civile, ainsi qu'au ciblage ; et la responsabilit6
p6nale individuelle. L'article conclut, qu'en principe, les r~gles actuelles
relatives aux conflits arm6s sont applicables, A la collecte de
renseignement militaire par les op6rateurs de satellites commerciaux.
Cependant, il existe un besoin urgent de clarification, afin de d6terminer
prcis~ment ce qui est applicable et ce qui ne Pest pas. Ainsi, il est
recommand6 de mener une 6tude plus approfondie, pour le moins sur les
problemes ci-soulev~s.

KEYWORDS

Remote sensing, espionage, space law, international law, State
responsibility, law of armed conflict, reconnaisance, military intelligence

I. INTRODUCTION

Vive la mort, vive la guerre, vive le sacre mercenaire.
(Long live death, long live war, long live the cursed mercenary)

Mercenary marching cadence and toast.

pying is the world's second oldest profession. The juxtaposition with

the world's oldest profession - prostitution - is probably intended to
suggest that spying has the same character as is often associated with

prostitution- grubby, dark, paid for with money of dubious origins and
for ultimately self-destructive outcomes. Furthermore, the word
'prostitute', when used as a verb, might aptly describe information or
intelligence given up for money - the definition is: "put (oneself or one's
talents) to an unworthy or corrupt use or purpose for the sake of personal
or financial gain". I The word 'mercenary' has a similar definition,
although its context is much more closely associated with the subject of
this paper.

What makes the mercenary so unworthy is the corruption of the
principle that killing should be sanctioned only in the most limited
circumstances, justified by personal self-defence, or, if it must be, by the
survival of the State? If the latter, then it should be professional soldiers
that exercise force in defence of their own State. The idea that information

1 "Prostitute", Oxford Dictionaries, Oxford University Press, online: Oxford Dictionaries

<www.oxforddictionaries.com/us/definition/american-english/prostitute>
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once held as intimate, closely-guarded secrets and secrets capable of
bringing about the death or survival of thousands-that is, intelligence
from remote sensing satellites - might be bought and sold for a price from
a commercial operator whose allegiance, in this regard, is to money, seems
to fit the description of spy, prostitute and mercenary. Should
governments, willing to source military intelligence from commercial
satellites, consider more than the ostensible price they are paying for that
intelligence and should commercial providers consider more than the
price they are asking? Should government consider what else they are
risking or giving up, or what 'curses' they are bringing on themselves? For
example, does it become legal to kill them in the context of any armed
conflict or to imprison them as criminals if captured? A picture may be
worth a thousand words, but it may also be worth more than the price that
was paid to get it.

Such analogies seem harsh, but are they really fair? Certainly there
is financial gain, but is such intelligence (i.e., pictures) being put "to an
unworthy or corrupt use or purpose"? Espionage -or less pejoratively
intelligence, surveillance and reconnaissance (ISR) - is indispensable to
the national security of the State concerned before, during and after an
armed conflict, and it provides the State with the sort of confidence and
transparency that is critical to global stability.2

Intelligence essentially is obtained subsequent to the process of
collecting, processing and analysing data or information. Since the dawn
of the space age, the use of remote sensing satellites for intelligence
gathering has been one of the most predominant uses of space.3 Remote
sensing satellites collect raw data in space, which is then processed and
analysed on Earth by highly skilled experts with the use of powerful
computers and other tools. In other words, there are two segments of the
satellite intelligence gathering; i.e., the space segment for collection (which
is mainly subject to international law) and the Earth segment for
processing and use (that are essentially subject to national law and
policies). This paper addresses only some of the international legal issues
in the sourcing of military intelligence from commercial satellites.

2 Paradoxically, espionage actually "[increases] trust between parties where international

security-related agreements that rely on affirmative assurances of compliance are
concerned": Christopher D Baker, "Tolerance of International Espionage: A Functional
Approach" (2003) 19 American University International Law Review 1091 at 1104-1105.
3 The United States National Reconnaissance Office (NRO) recently declassified the records
of the US Spy Satellites, and the documents are available, online: NRO
<nro.gov/foia/declass/NROStaffRecords.html>.
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II. INCREASING USE OF COMMERCIAL
SATELLITES FOR MILITARY INTELLIGENCE
GATHERING

The economic exploitation of space began in the 1970s, and in 2014
the global space industry has opened the doors for economic activity
valued at over a US$ 330 billion annually.4 Throughout this period of
development and growth, and particularly since the early 1980s, outer
space has been used for military (including, actual war-fighting) purposes,
thereby making space a serious national security matter, particularly for
powerful nations.

The importance of military intelligence gained from satellite remote
sensing cannot be underestimated. As a US Air Force Brigadier General
notes, the near real-time photographic and radar imagery and electronic
intelligence supplied by satellites allow for "mission essential information
on enemy order of battle" and for "information and accurate decisions for
mission planning and battle management".5

In addition, there has been increasing interdependence upon multi-
purpose technologies capable of serving civilian, commercial,
humanitarian and military applications. Due to the constant advancement
of satellite imaging capabilities,6 military uses of civilian remote sensing
satellites have become increasingly extensive.7 At a time when the military
budget is being trimmed in the US, a heated debate over whether the
military intelligence community should rely more on commercial
providers, which are already able to meet the majority of the US military's
intelligence needs at lower costs, or operate its own more costly and more
sophisticated reconnaissance satellites is brewing.8

4 Space Report 2015 at 2, online: Space Foundation
<www.spacefoundation.org/sites/default/files/downloads/The Space Report 2015 Ove
rviewTOC Exhibits.pdf>.
5 Marcia S Smith, Military and Civilian Satellites in Support of Allied Forces in the Persian Gulf
War, (Washington, DC: Congressional Research Service, Library of Congress, 1991) at 8.
6 Federation of American Scientists, Proliferation of Satellite Imaging Capabilities: Developments
and Implications, online: Federation of American Scientists
<www.fas.org/irp/threat/fp/bl9ch5.htm>.
7 US Congress, Office of Technology Assessment, The Future of Remote Sensing From Space:
Civilian Satellite Systems and Applications, (Washington, DC: U.S. Government Printing
Office, 1993), Appendix C: Military Uses of Civilian Remote Sensing Data (July 1993): online:
Princeton University <www.princeton.edu/-ota/diskl/1993/9348/934815.PDF>.
8 James Risen, "A Military and Intelligence Clash Over Spy Satellites", The New York Times
(19 April 2012), online: The New York Times
<www.nytimes.com/2012/04/20/ us/ politics/ spy-satellite-clash-for-military-and-
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At present, thirteen States, in addition to the European Space
Agency and private companies, such as Sea Launch and International
Launch Services, possess independent orbital launch capability.9 Before
long, they would possibly be joined by other countries like Brazil and
Pakistan. The Union of Concerned Scientists estimates that at the
beginning of 2016 there are 1,381 satellites in orbit. Unlike before, the
military is no longer the dominant space operators. At present, the US
military satellites in orbit comprise only 25% of all US satellites, whereas
the remaining 75% are comprised of civil, government, and commercial
satellites. 10 The strategic importance of space has led more and more
countries to deploy their very own dedicated military satellites, and
increasingly there is a blurring of satellites being used for commercial and
military purposes. 11 In addition, there is a strong trend towards the
construction of affordable, small (nano, pico) satellites which may be
launched with small launchers and/or multiples payloads, including
military intelligence gathering.2

Euroconsult's 2015 report on Profiles of Government Space Programs
shows that in 2014, 60 countries have invested US$ 10 million or more in
space applications and technologies.13 Data from the National Air and
Space Intelligence Centre indicates that about 60 States have placed their
satellites either independently or through cooperation agreements. 14

Several developing countries, including Algeria, Egypt, Indonesia, Iran,

intelligence-officials.html?_r=0 >.
9 Union of Concerned Scientists, "UCS Satellite Database", online: UCS USA
<www.ucsusa.org/nuclear-weapons/space-weapons/satellite-database#.Vw8Yske5lwo >.
10 Bhavya Lal, et al, Global Trends in Space Volume 1: Background and Overall Findings, Institute
for Defense Analyses Science & Technology Policy Institute (June 2015) at iii, online: IDA
Science and Technology Policy Institute
<www.ida.org/idamedia/Corporate/Files/Publications/STPIPubs/2015/p5242v1.ashx>.

1 According to a news item:
Satellite capacity usage by the U.S. DoD has increased fivefold over 2000-2012 to over
10GHz, primarily driven by the two large conflicts in Iraq and Afghanistan .......
Commercial satellites supply approximately 70% of the capacity now used for
military satellite communications worldwide.

See "A Multi-Billion Dollar Military Satellite Market", Space Wars (14 May 2014), online:
Space War
<www.spacewar.com/reports/ADetailedRoadmap ToThe MultiBillionDollarGloba
1_MilitarySatelliteCommunicationsIndustry_999.html>.
12 See, generally, Ram S Jakhu & Joseph Pelton, Small Satellites and their Regulation, (New

York: Springer, 2014).
13 "Government Spending in Space Programs at $66.5 Billion in 2014", Euroconsult (13 May
2015), online: Euroconsult
<www.euroconsult-ec.com/13_May_2015>.
14 US, National Security Space Strategy-Unclassified Summary (January 2011) at 2, online:

Federation of American Scientists <fas.org/irp/eprint/nsss.pdf >.
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Malaysia, Nigeria, Thailand, Turkey, South Africa, United Arab Emirates,
have launched or are making serious efforts to build their first civil
satellites. Most of them are or will be civil remote sensing satellites with
the purpose of serving military intelligence gathering activities.

In general, however, government budgets around the world
(including for military purposes) are shrinking, 15 while conflicts are
increasing. Commercial enterprises are capable of providing cheaper,
faster, and sometimes even better, military intelligence than governments.
The role of commercial satellites enterprises in this sector will certainly
continue to expand, and consequently, more countries and people will
have access to and make more use of commercial satellites for military
intelligence gathering.

Until a few years ago, only governments were able to access remote
sensing satellite imagery. Today, any individual or organisation with
access to the Internet is able to access and use such imagery, with several
companies in Canada, France, Germany, India, Israel, Russia, and the US
providing remote sensing imagery on a commercial basis. In August 2010,
the US National Geospatial-Intelligence Agency (NGA), which provides
combat support through the use of geospatial intelligence gathered with
satellites, awarded two contracts for the supply of commercially available
imagery, as a result of which, DigitalGlobe Inc. and GeoEye were given
contracts in the value of US$ 3.5 billion and US$ 3.8 billion respectively for
a period of 10 years.16 This commercial imaging of 25 centimetre resolution
is a part of a larger satellite imagery strategy intended to service the
military and intelligence communities and to support humanitarian and
crisis management efforts.17

The availability of satellite imagery from commercial satellites is
rapidly improving while the resolution of such imagery is progressively
more refined and affordable. Thus, this is a very interesting and new
development in the sphere of international relations, which would have
significant implications for and present challenges to contemporary

15 See "Global Spending on Space Decreases for First Time in 20 Years", Space Mart, (14
February 2014), online: Space Mart
<www.spacemart.com/reports/Global-SpendingronSpaceDecreases forFirstTimein
20 Years_999.html>.

16 DigitalGloble, NGA Awards EnhancedView Commercial Imagery Contract, online: Digital
Globe
<media.digitalglobe.com/manual-releases/NGA-Awards-EnhancedView-Commercial-
Imagery-Contrac>.
17 Ibid.
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international law, including space law.

III. SOME LEGAL ISSUES ON INTELLIGENCE
GATHERING BY COMMERCIAL SATELLITES

A. THE LEGITIMACY OF ESPIONAGE GENERALLY

"Intelligence gathering" is but a flowery term for spying, which
often has the connotation of an activity that is treacherous and deceitful.18

For an activity that has been accepted as international practice since time
immemorial, international law has surprisingly little to say on the legality
of intelligence gathering.1 9 States generally take a hypocritical approach to
spying. On the one hand, States are paranoid about foreign agents
conducting intelligence gathering operations in their territories and will
readily punish foreign spies caught red-handed.20 On the other hand, it is
an 'open secret' all States have specialised intelligence units, States never
blatantly acknowledge having commissioned an agent to obtain secrets of
other States.21

In peacetime, espionage, which denotes acting clandestinely or on
false pretences to gather intelligence, is not really dealt with under
international law.22 However, as soon as there is an outbreak of armed
conflict, the laws of war apply to regulate the activity of intelligence
gathering by an agent of the hostile party.23 Though espionage is neither

18 As one author writes, "The core of espionage is treachery and deceit. The core of

international law is decency and common humanity": Afsheen John Radsan, "The
Unresolved Equation of Espionage and International Law" (2007) 28 Michigan Journal of
International Law 595 at 596.
19 See generally, Dieter Fleck, "Individual and State Responsibility for Intelligence

Gathering" (2006-2007) 28 Michigan Journal of International Law 687. Julius Stone argues that
according to the Lotus principle, which held that a restriction on State activity cannot be
presumed, nothing in international law restricts the ability of a State to conduct espionage:
"Legal Problems of Espionage in Conditions of Modem Conflict", in Roland J Stanger, ed,
Essays on Espionage and International Law (Columbus: Ohio State University Press, 1962) 29 at
33.
20 For the laws governing espionage in the US, see 18 USC ch 37, "Espionage and
Censorship".
21 Citing Oppenheim, Quincy Wright, "Espionage and the Doctrine of Non-Intervention in
Internal Affairs" in Roland J. Stanger, ed, Essays on Espionage and International Law
(Columbus: Ohio State University Press, 1962) 3 at 16-17.
22 Fleck, supra note 19 at 690.

23 Convention Respecting the Laws and Customs of War on Land and its Annex: Regulations

Concerning the Laws and Customs of War on Land, 18 October 1907, 187 CTS 227 (entered into
force 26 January 1910), art 29 [Hague Convention IV]. In his seminal treatise Law of Nations,
De Vattel noted the conduct of espionage is in fact "practised in all wars" and is not contrary
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affirmatively endorsed nor rejected as a violation of international law, 24

the fact that the 1907 Hague Regulations go into detail to outline the
treatment of spies captured by the hostile party25 suggests intelligence
gathering about the enemy, at least in a period of armed conflict, is
"generally permissible".26 If intelligence gathering is deemed permissible
in times of war, why should it be prohibited in times of peace?

There are, however, certain customary norms which imply
espionage is contrary to international law. Firstly, as mentioned in passing
earlier, almost all States have some form of laws and policies in place to
punish spies27 or to declare them persona non grata and to politely require
their departure from their host countries.28 In Tehran Hostages, though the
International Court of Justice (ICJ) did not declare outright that espionage
in peacetime is contrary to international law, the Court did acknowledge
that practices of espionage or interference in the internal affairs of a State
do take place, and that diplomatic law provides a sufficient response in
dealing with such subversive activities.29

to international law: Emmerich de Vattel, Law of Nations, or, Principles of the Law of Nature,
Applied to the Conduct and Affairs of Nations and Sovereigns (London: G. G. and J. Robinson,
1797), Book III, para 180.
24 Baker, supra note 2 at 1094.

25 Under the Hague Convention IV, supra note 23, a spy is to be differentiated from soldiers
and civilians (Article 29), and must not be "punished without previous trial" (Article 30), and
"after rejoining the army to which he belongs, is subsequently captured by the enemy, is
treated as a prisoner of war, and incurs no responsibility for his previous acts of espionage"
(Article 31). These provisions are repeated under the Protocol Additional to the Geneva
Conventions of 12 August 1949, and Relating to the Protection of Victims of International Armed
Conflicts, 8 June 197, 1125 UNTS 3(entered into force 7 December 1978), art 46 [Additional
Protocol f].
26 Fleck, supra note 19 at 689. Wright notes:

The legitimacy of espionage in time of war arises from the absence of any general
obligation of belligerents to respect the territory or government of the enemy state,
and from the lack of any specific convention against it.

See Wright, supra note 21 at 12.
27 Fleck, supra note 19 at 702. In fact, Wright notes international law does not prohibit a State
in punishing individuals who conduct subversive activities: Wright, supra note 21, at 12-13.
28 Indeed, this possibility is provided under the Vienna Convention on Consular Relations, 24
April 1963, 596 UNTS 261, 21 UST 77, TIAS 6820 (entered into force 19 March 1967), art 23.
As the International Law Commission explains, where the conduct of a member of the
consular staff "has given serious grounds for complaint", the receiving State is entitled to
declare the person "unacceptable" and be asked to leave the receiving State (arts 23 and 25):
see ILC, "Draft Articles on Consular Relations, with commentaries" Yearbook of the
International Law Commission 1961, vol. II, UN Doc A/CN.4/SER.A/1961/Add. 1 at 106.
29 United States Diplomatic and Consular Staff in Tehran (United States of America v. Iran), [1980]
ICJ Rep 3 at 38-40, especially para 83 [Tehran Hostages].
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Secondly, the notion of sovereignty denotes that all States have a
right to territorial integrity and the independence to conduct international
relations without any interference from other States.30 State sovereignty
entitles all States to prohibit, control, and regulate all matters, including
spying, occurring within their respective national territories. Espionage,
seen from this perspective, would be a violation of the abovementioned
customary principles, as the activity is traditionally conducted in the
territory of the State being spied on, and the intelligence gathered is often
used in a way that is detrimental to the interests of the spied State.31

The UN Charter32 and Declaration on Friendly Relations33 all codify
the customary principles of non-intervention and territorial integrity.
With regards to the principle of non-intervention, it is imperative that "no
State shall organize, assist, foment, finance, incite or tolerate subversive,
terrorist or armed activities directed towards the violent overthrow of the
regime of another State, or interfere in civil strife of another State".34 On
the principle of State sovereignty, the ICJ held that it is a "firmly
established and longstanding" tenet of customary international law that
"sovereignty "extends to the internal waters and territorial sea of every
State and to the air space above its territory". 35 The 1944 Chicago
Convention36 as well as the 1982 Convention on the Law of the Sea37 have
further codified the principle that sovereignty extends to the air space of
a State's land territory and internal waters,38 as well as over the territorial
sea and down to the seabed and subsoil.39 The (in)famous downing of the
U2 reconnaissance plane flying in the airspace over Soviet territory was a
clear example of violating State sovereignty by the United States40 - one

30 Wright, supra note 21 at 12.

31 Fleck, supra note 19 at 692-693.
32 United Nations Charter, 26 June 1945, 59 Stat 1031, TS 993 (entered into force 24 October

1945), art 2(4) [UN Charter].
33 Declaration on Principles of International Law Concerning Friendly Relations and Co-operation
Among States, GA Res 2625(XXV), UNGAOR, 25th Sess, UN Doc A/2212 (1970) [Declaration
on Friendly Relations].
34 Declaration on Friendly Relations, ibid; see also Military and Paramilitary Activities in und
against Nicaragua (Nicaragua v. United States of America), [1986] ICJ Rep 14 at 102, para 192
[Nicaragua].
35 Nicaragua, ibid, at 111, para 212.
36 Convention on International Civil Aviation, 7 December 1944,15 UNTS 295, ICAO Doc 7300/6
(entered into force 4 April 1947) [Chicago Convention].
37 United Nations Convention on the Law of the Sea, 10 December 1982, 1833 UNTS 3; 21 ILM
1261 (1982) (entered into force 16 November 1994) [UNCLOS].

38 Chicago Convention, supra note 36, arts 1 and 2.
39 UNCLOS, supra note 37, art 2.
4 0 Quincy Wright, "Legal Aspects of the U-2 Incident" (1960) 54 AJIL 836 at 844-845.
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which the US took responsibility for.41

From the above, one can conclude that the legality of intelligence
gathering under international law is dependent on the 'place' from where
the activity is conducted. Therefore, shortly after the U2 incident and
starting with its Corona spy satellites in 1960, the US began to actively
pursue military intelligence gathering from outer space, which lies
beyond the traditional territorially bound limit. Intelligence gathering
from outer space has since become a trend (common practice) that many
other States have followed.

B. PRINCIPLES OF SPACE LAW AND MILITARY
INTELLIGENCE GATHERING

Without a doubt, the freedom of exploration and use of outer space
form part of customary international law, 42 a notion subsequently
cemented in conventional form under the Outer Space Treaty.43 According
to some scholars, the freedom to use of outer space in ways that are in
conformity with international law may even be declared a jus cogens
principle from which no derogation is permitted.44 Whether this is the case
is beyond the scope of this paper. However, Manfred Lachs clarified that
even though States must use outer space for "peaceful purposes",45 there
is in fact no absolute ban on using outer space for military purposes.46

For decades, space technology has been used for reconnaissance, 47

navigation and precision targeting, as well as command and control
purposes to support military operations. During the first Gulf War,

41 Wright, supra note 21 at 14.

42 See Declaration of Legal Principles Concerning the Activities of States in the Exploration and Use

of Outer Space, GA Res 1962 (XVIII), UNGAOR, 18th Sess, UN Doc A/RES/18/1962 (1963)
[Declaration of Legal Principles].
43 Treaty on Principles Governing the Activities of States in the Exploration and Use of Outer Space
Including the Moon and Other Celestial Bodies, 27 January 1967, 610 UNTS 205, 18 UST 2410,
TIA No 6347, 6 ILM 386 (entered into force on 10 October 1967), paragraph 2 of art 1 [Outer
Space Treaty].
4 Vladimir Kopal believes that the Declaration of Legal Principles contain fundamental
principles that have become "peremptory norms of general international law/jus cogens
accepted and recognized by the international community of States as a whole": see UN,
Disseminating and Developing International and National Space Law the Latin American and
Caribbean Perspective: Proceedings United Nations/Brazil Workshop on Space Law, UN Doc
ST/SPACE/28 (New York: United Nations, 2005) at 26.
45 International Co-operation in the Peaceful Uses of Outer Space, GA Res 1721(XVI)A, UNGAOR,
UN Doc A/RES/1721(XVI)A (1961), Preamble, para 1. See also Outer Space Treaty, supra note
43, Preambular text, para 3.
46 Manfred Lachs, "The International Law of Outer Space" (1964) 113 Recueil des Cours I at 89.
47 Nicolas Mateesco Matte, Aerospace Law (London: Sweet & Maxwell, 1969) at 270.
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satellite imagery, which was in constant demand, was met by military as
well as commercial satellites. The US military for instance was the largest
customer of France's SPOT satellite imagery.48 Space technology has also
been used to verify 49 and monitor the existence of weapons under
international arms control regimes, 5 thereby serving "vital stabilizing
purposes"."1 None of these military activities are seen as violating either
the letter and spirit of the Outer Space Treaty or customary international
space law.

The activities of the dominant spacefaring States, namely the
Russian Federation (the former Soviet Union) and the United States, have
always been heavily influenced and supported by their militaries. 52

Indeed, the practice of the spacefaring powers proves the existence of a
common belief that "non-aggressive" military activities, conducted in a
manner which does not threaten the political or territorial integrity of
another State, is permissible in outer space. 53 Thus, despite some
objections from the Soviet Union with regards to military uses of space
during the early days of the space agej4 there has been consistent State
practice with respect to the collection of military intelligence through
satellites by all States. 5 States have persistently launched intelligence
gathering satellites into outer space with the full understanding that they

48 Smith, supra note 5.
49 "Verification" can be defined as the gathering of information to support certain postulates
expressed in a treaty: see Peter Stibrany, 'Some Challenges for Verification in Space Arms
Control Agreements', 57-65 in Space without Weapons, Proceedings of the Symposium held on 25-
27 October 1989 (Montreal: Centre for Research in Air and Space Law, 1989) at 57-58.
50 Edward R Finch & Amanda Lee Moore, "Outer Space can help the Peace" (1974) 16
Colloquium on the Law of Outer Space 27.
51 RH Milton, cited by Carl Q Christol, "The Common Interest in the Exploration, Use and
Exploitation of Outer Space for Peaceful Purposes: The Soviet-American Dilemma" (1984) 27
Colloquium on the Law of Outer Space 281 at 283.
52 Ibid at 282.

3 Ibid at 282-283. See also: US, United States Air Force, Space Operations, Air Force Doctrine
Document 2-2 (27 November 2006) at 27:

activities in space be non-aggressive, or in other words, in compliance with the
requirements under the United Nations Charter and international law to refrain from
the threat or use of force except in accordance with the law, such as in self-defense or
pursuant to United Nations Security Council authorization.

54 GP Zhukov, "On the Question of Interpretation of the Term "Peaceful Use of Outer Space"
Contained in the Space Treaty" (1969) 11 Colloquium on the Law of Outer Space 36, at 36;
VS Vereschetin, "Perspectives of the Uses of Outer Space for Applied Purposes and State
Sovereignty" (1977) 19 Colloquium on the Law of Outer Space 103 at 106.; Emilion Jaksetic,
"The Peaceful Uses of Outer Space: Soviet Views" (1979) 28 American University Law
Review 483 at 493.
55 Detlev Wolter, Common Security in Outer Space and International Law, United Nations
Institute for Disarmament Research, UNIDIR/2005/29 at 27-28.
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are entitled to do so, satisfying both the opinio juris element and
widespread practice requirements necessary for the creation of an
international customary norm.5

C. PERMISSIBILITY OF NATIONAL TECHNICAL
MEANS OF VERIFICATION

Intelligence gathering, even if done clandestinely, actually
facilitates international peace and security by confirming the authenticity
of mutual arms reduction assurances.57 Military intelligence gathering is
crucial for global stability in many different ways, for as one pundit put it,
"espionage is simply covert, unauthorized inspection" .58 The euphemism
often used is "national technical means of verification", and it confirms the
permissibility of using military satellite to gather intelligence and verify
the weapons stockpile of other States.5 9 According to the US, national
technical means of verification, at least in the context of the
Comprehensive Nuclear Test-Ban Treaty (CTBT)6°:

is meant to include a broad range of means for collecting
information relevant to verifying compliance with the Treaty. Such
means include, but are not limited to: IMS-type sensors that are
nationally owned and operated and other national means of
collecting information such as reconnaissance satellites, ships, aircraft,
and ground stations equipped with non-IMS-type sensors.61

The right and necessity of military intelligence and reconnaissance
have been codified in bilateral treaties between the Russian Federation
and the US. Thus, the original Anti-Ballistic Missile Treaty (ABM) declared
under Article XII "national technical means of verification at its disposal
in a manner consistent with generally recognized principles of

56 North Sea Continental Shelf Case (Federal Republic of Germany vs Denmark; vs the Netherlands),
[1969] ICJ Rep 3, para 77; and Nicaragua, supra note 34, para 207. Wright notes "Practice gives
evidence of law only when it manifests custom, reflecting a subjective sense of right or
obligation": Wright, supra note 21 at 9.
57 Baker, supra note 2, at 1105-1106; and 1112-1113.
58 Roland J Stanger, "Espionage and Arms Control" in Roland J Stanger, ed, Essays on
Espionage and International Law (Columbus: Ohio State University Press, 1962) 83 at 98.
59 Wolter, supra note 55 at 184.
60 Comprehensive Nuclear Test Ban Treaty, 24 September 1996, S Treaty Doc 105-28 (1997), 35
ILM 1439, UN Doc A/RES/50/245 (not yet in force) [CTBT].
61 US Department of State, "Article-By-Article Analysis of The Comprehensive Nuclear Test-
Ban Treaty", online: State Department < www.state.gov/t/avc/trty/16522.htm> [emphasis
added].
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international law", 62 and that such "national technical means of
verification" cannot be interfered with.63 The Strategic Arms Limitation
Treaty (SALT I), 64 the 1990 Treaty on Conventional Armed Forces in
Europe65 and the 1996 Comprehensive Nuclear Test-Ban Treaty66 also
contain provisions which permit the use of satellites for the gathering of
military intelligence.

Consequently, any serious interference with the operations of
commercial satellites, particularly those collecting military intelligence,
might become a target for the use of force (attack). Such interference could
also trigger the exercise of the right of self- defence as recognised under
Article 51 of the UN Charter.

D. MILITARY INTELLIGENCE FROM COMMERCIAL
SATELLITES AND THE STATE RESPONSIBILITY

Commercial entities engaged in military intelligence gathering are
regulated under domestic laws governing commercial remote sensing for
which national security plays a big part. However, these commercial
entities are also internationally regulated, primarily under the principles
of State responsibility as well as pursuant to the law related to individual
responsibility of the persons involved.

The International Law Commission's 2001 Draft Articles on
Responsibility of States for International Wrongful Acts (Draft Articles on
State Responsibility) authoritatively outlines the contents and scope of
State responsibility.67 Thus, every internationally wrongful act entails the
international responsibility of a State (or group of States).68 There does not

62 Treaty between The United States of America and The Union of Soviet Socialist Republics on The

Limitation of Anti-Ballistic Missile Systems, 26 May1972, 944 UNTS 13 (entered into force 3

October 1972), art XH(1) [ABM Treaty]. On 13 December 2001, the United States indicated its
intent to withdraw from the Treaty, and its withdrawal became effective 6 months later,
thereby the treaty ceased to be in force.
63 bid, art XII(2).

64 Strategic Arms Limitation Treaty, 26 May 1972, 86 Stat 746, Pub L No 79-448 (entered into
force 3 October 1972), art V [SALT f].
65 Treaty on Conventional Armed Forces in Europe, 19 November 1990, ILM (1991) 1, UKTS

(1993) 44, art XV.
66 CTBT, supra note 60, art IV(11).
6 7 James Crawford et al. argue that despite the Draft Articles not having achieved convention

status, they have a "long-term influence" on customary international law: "The ILC's Articles

on Responsibility of States for Internationally Wrongful Acts: Completion of the Second
Reading" (2001) 12 EJIL 963 at 969'
68 ILC, Draft Articles on Responsibility of States for International Wrongful Acts, 53 UN GAOR
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need to be any resulting damage to another State or any finding of fault
for a State to be internationally responsible; 69 the mere breach of an
international obligation that is attributable to the State in question is
enough to hold a State responsible for an internationally wrongful act or
omission.7 Of relevance is whether the actions of a commercial satellite
operator, in providing military intelligence to a State, is in fact acting as
an agent of that State, and whether any subsequent breach of international
responsibility flowing from the intelligence gathering can be attributable
to the State in question.

Under general international law, a State is not normally responsible
for the acts and omissions of its private persons, whether natural or
juridical. The ILC Draft Articles specify particular circumstances in which
a State can be held responsible for the actions of private persons. The
conduct of "any State organ" is automatically considered an act of the
State and will trigger international responsibility if the act breaches certain
international norms. 71 Thus when dealing with a State's military,
command over which flows directly from the executive branch, there is
little doubt that the conduct of military satellites in outer space will be
attributable to the State in question.

Article 5 of the Draft Articles on State Responsibility deals with
persons who are not officially State organs and yet exercise some sort of
"governmental authority". Whether the entity is established as a public
corporation or private company is not instructive, and the ILC cites
private security firms who are empowered with the exercise of powers of
detention and discipline at a prison as an example of how the private
entity is in fact acting as an agent of the State.72 Placed in context, the
question to ask is whether intelligence gathering falls within the ambit of
"governmental authority", and whether a commercial satellite operator
charged with the task of gathering intelligence is in fact exercising such
authority. If a commercial satellite operator is in fact officially a State
organ exercising functions of the State, the conduct of the operator will be
deemed attributable to the State.

Supp (No 10) at 43, UN Doc A/56/10 (2001), art 1 [Draft Articles on State Responsibility].

69 ILC, "Draft articles on Responsibility of States for Internationally Wrongful Acts, with

commentaries" (2001) Yearbook of the International Law Commission, 2001, vol. II, Part Two,
UN Doc A/CN.4/SER.A/2001/Add.1 (Part 2), at 36 [Commentaries on the Draft Articles].
70 Draft Articles on State Responsibility, supra note 68, art 2.

72 Ibid, art 4.72 Commentaries on the Draft Articles, supra note 69 at 43.
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In the age of privatisation and outsourcing, often in the interest of
cost-efficiency, it is highly unlikely to say whether a commercial satellite
operator is directly exercising powers traditionally associated with that of
a sovereign State. However, of particular interest in the context of a
commercial satellite operator is Article 8 of the Draft Articles. Thus the
actions of a commercial satellite operator can be attributable to the State if
the operator is "in fact acting on the instructions of, or under the direction
or control of that State in carrying out the conduct".73 The situation is
complicated when a State contracts out its intelligence gathering activities
to a commercial entity, and the question to ask is to what extent the
commercial entity is performing its duties under the "specific directions"
of a State.

In the opinion of the ILC, every circumstance must be judged on the
facts, however, the language of Article 8 of the Draft Articles suggests that
the threshold is a low one. 74 Nicaragua held that the State must have
"effective control" over an agent,75 however, there are suggestions that
control of an "overall character" is sufficient for attributing State
responsibility.76 According to the ILC, for the conduct to be attributable to
a State, the State must have "directed or controlled the specific operation"
and that the "conduct complained of was an integral part of that
operation".77 It is not sufficient that a corporation is State-owned or State-
controlled, for unless a corporation is exercising some element of
governmental authority,78 the actions or omissions of the corporation are
not strictly attributable to the State.79 Moreover, a State's failure to comply
with its international obligation to exercise 'due diligence' would result in
its international responsibility.80

73 Draft Articles on State Responsibility, supra note 68, art 8 [emphasis added].
74 Ibid, art 8; see also Commentaries on the Draft Articles, supra note 69 at 48.
75 Nicaragua, supra note 34, at 65, para 115.
76 Prosecutor v. Tadi6, (International Criminal Tribunal for the Former Yugoslavia-Appeals
Chamber), 38 ILM 1518 (1999), para 145. See also Fleck, supra note 19 at 695-696.

77 Commentaries on the Draft Articles, supra note 69 at 47. The ILC Commentaries explains that:
the legal issues and the factual situation in [Tadi] were different from those
facing the International Court in [Nicaragua]. The [Tadi Tribunal's] mandate is
directed to issues of individual criminal responsibility, not State responsibility,
and the question in that case concerned not responsibility but the applicable rules
of international humanitarian law.

Ibid at 48.
78 Draft Articles on State Responsibility, supra note 68, art 5.
79 Commentaries on the Draft Articles, supra note 69 at 48. Specifically, the TLC notes there are
instances when private entities are in fact empowered by national law to "exercise functions

of a public character normally exercised by State organs": ibid at 43.
80 Asian Agricultural Products Ltd. v. Republic of Sri Lanka, International Centre for the
Settlement of Investment Disputes (case no. ARB/87/3 of June 27, 1990), International
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Another means of attributing responsibility to a State is if the said
State "acknowledges and adopts the conduct in question as its own".81

Though generally a "purely private conduct cannot as such be attributed
to a State",82 in Tehran Hostages, the ICJ held that certain acts or expressions
of endorsement of acts of private entities by a State is enough to transform
the private entities into amounting to agents of the State, and thereby
render the State internationally responsible.83

In a hypothetical example, should a State disclose the source of
intelligence gathered by a commercial entity and adopt the act of
intelligence gathering as its own, would that State potentially be
responsible for any wrongful consequence that flows from that activity?
In reality, especially when it comes to the highly secretive nature of
military intelligence, such direct endorsement and revelation of the use of
the services of a commercial satellite company by a State is highly
unlikely.84 However, this will not relieve a State of its responsibility since
the use of the intelligence acquired by the State from a commercial satellite
service provider under a contact (paid by the States) is not only essential
but could be indispensable for its warfighting activities which are
undoubtedly State activities.

E. STATE RESPONSIBILITY UNDER SPACE LAW

When dealing with activities in outer space, it must be borne in
mind that the law of outer space, as codified in treaties and found in
customary international law, is considered lex specialis. 15 Thus, in
circumstances when there are two or more norms governing a certain
subject matter, "priority should be given to the norm that is more specific"
for the special law is more accurate and "often takes better account of the
particular features of the context in which it is to be applied than any
applicable general law". 86 There is a well-recognised rule of general
international law, which provides that lex specialis derogat generali. On the

Arbitration Database, 526 at 557.
81 Draft Articles on State Responsibility, supra note 68, art 11.
82 Commentaries on the Draft Articles, supra note 69 at 52.
83 Tehran Hostages, supra note 29 at 35, para 74. See also Commentaries on the Draft Articles,

supra note 67 at 53.
84 See Fleck, supra note 19 at 697.
85 Lachs, supra note 46 at 45-46.

86 ILC, "Conclusions of the work of the Study Group on the Fragmentation of International

Law: Difficulties arising from the Diversification and Expansion of International Law" (2006)
Yearbook of the International Law Commission, 2006, vol. II, Part Two, UN Doc
A/CN.4/L.682 Add. 1 at 5.
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subject of international responsibility when conducting outer space
activities, the Outer Space Treaty stipulates that a State is internationally
responsible for any such activities carried out by governmental or non-
governmental entities.87 The State is also responsible for ensuring that all
national activities are carried out in conformity with international space
law, and that all space activities are authorised and continually supervised
by the "appropriate State".88 This means the State is responsible for the
conduct of public or private entities, whether they are natural or juridical
persons, so long as there is a nexus between the State and the public or
private space activity being conducted. These norms have also become
part of customary international law. 9

Based on the concept of lex specialis, the specific rules governing
State responsibility under the law of outer space suggest that it is no longer
necessary to discuss the attribution of responsibility to a particular State,
90 a need which under general international law is governed by the DASR.
Instead, it is enough to prove that the space activity, breaching an
international obligation, was conducted by the public or private entity of
a State which is supposed to authorise and supervise the space activity as
the "appropriate State". To unearth which is the "appropriate State",
Article VII of the Outer Space Treaty notes that a State that launches or
procures the launch of an object into outer space is "internationally liable
for damage". 91 It is necessary to note that under international law,
responsibility and liability are largely synonymous concepts. 92 The

87 Outer Space Treaty, supra note 43, art VI.
88 bid.
89 Declaration of Legal Principles, supra note 42, para 5.

90 According to Manfred Lachs:
States bear international responsibility for any activity in outer space, irrespective of
whether it is carried out by governmental agencies or non-governmental entities. This
is intended to ensure that any outer space activity, no matter by whom conducted,
shall be carried on in accordance with the relevant rules of international law, and to
bring the consequences of such activity within its ambit. The acceptance of this
principle removes all doubts concerning imputability. How important this is will be
appreciated by all those familiar with the serious difficulties to which this issue has so
frequently given rise in practice. The law thus identified each State with any activity
carried on under its colours in outer space, so that it bears direct responsibility for any
such activity.

Manfred Lachs, The Law of Outer Space: An Experience in Contemporary Law-Making
(Sijthof: Leiden, 1972) at 122.
91 See also Declaration of Legal Principles, supra note 42, para 8.
92 Legal Consequences for States of the Continued Presence of South Africa in Namibia (South West

Africa) notwithstanding Security Council Resolution 276 (1970), [1971] Advisory Opinion, ICJ
Reports 16, at 54, para 118. Former ICJ Judge Mohammed Bedjaoui also notes that
"responsibility" and "liability" are broadly synonymous": see Responsibility of States: Fault
and Strict Liability, 212-216 in Encyclopaedia of Public International Law, Vol VI,
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Liability Convention further adds a nexus to connect a space activity to a
particular State by establishing that a State is internationally liable for
damage caused by a space object if it is a State "from whose territory or
facility a space object is launched". 93

F. EXPOSURE TO CRIMINAL AND CIVIL LIABILITY
AND TO TARGETING

More specifically, commercial entities engaged in military
intelligence gathering expose themselves (not just their respective States)
to legal liability and to targeting.

1. LIABILITY TO BE TARGETED

a) Is it a civilian object?

It has been illustrated that much military activity is supported by
intelligence gathered by commercial satellites. In the outbreak of an armed
conflict, the major issue is whether such satellites can, be considered as
being directly involved in the armed conflict.

Under the law of international armed conflict, distinction is made
between combatants, or participants in hostilities,94 and civilians,95 who

(Amsterdam: North-Holland, 2000) at 212.
93 Convention on International Liability for Damage Caused by Space Objects, 29 March 1972, 961
UNTS 187; 24 UST 2389; 10 ILM 965 (1971) (entered into force 1 September 1972), art 1(c)(ii).
94 Additional Protocol I, supra note 25, art 43(2), defines combatants as "Members of the armed
forces of a Party to a conflict (other than medical personnel and chaplains covered by Article
33 of the Third Convention)" who have "the right to participate directly in hostilities".
95 According to the Third Geneva Convention, a civilian is someone who, does not belong to:

(1) Members of the armed forces of a Party to the conflict as well as members of
militias or volunteer corps forming part of such armed forces.
(2) Members of other militias and members of other volunteer corps, including
those of organized resistance movements, belonging to a Party to the conflict and
operating in or outside their own territory, even if this territory is occupied,
provided that such militias or volunteer corps, including such organized resistance
movements, fulfil the following conditions:
(a) that of being commanded by a person responsible for his subordinates;
(b) that of having a fixed distinctive sign recognizable at a distance;
(c) that of carrying arms openly;
(d) that of conducting their operations in accordance with the laws and customs of
war.
(3) Members of regular armed forces who profess allegiance to a government or an
authority not recognized by the Detaining Power.
[... ]
(6) Inhabitants of a non-occupied territory, who on the approach of the enemy
spontaneously take up arms to resist the invading forces, without having had time
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"enjoy general protection against dangers arising from military
operations"96 and cannot be the "object of attack". 97 The basic rule on
distinction, which has become customary international law,98 obliges all
States parties to a conflict to "distinguish between the civilian population
and combatants and between civilian objects and military objectives". 9 A
civilian only loses protection against an attack when the civilian takes a
direct part in the hostilities10 Dieter Fleck notes the "transmission of
tactical intelligence to attacking forces" would amount to direct
participation in the hostilities and as such would strip civilians of their
immunity from an attack.10'

b) Is the object directly participating in armed
conflict?

The ICRC Rules notes that "direct participation", according to State
practice, must be interpreted on a "case-by-case" basis.'02 The ICRC
Commentary to Additional Protocol I notes that "direct" participation
must be interpreted as "acts of war which by their nature or purpose are
likely to cause actual harm to the personnel and equipment of the enemy
armed forces".03 Data from remote sensing and intelligence gathered by
civilian-operated satellites undoubtedly prove to be strategic in inflicting

to form themselves into regular armed units, provided they carry arms openly and
respect the laws and customs of war.

See Geneva Convention Relative to the Treatment of Prisoners of War, 12 August 1949, 75 UNTS
135 (entered into force 21 October 1950), art 4(A) [Geneva Convention III].

Thus, the ICRC Commentary to Additional Protocol I notes "apart from members of
the armed forces, everybody physically present in a territory is a civilian": Yves Sandoz,
Christophe Swinarski & Bruno Immermann, eds, Commentary on the Additional Protocols of 8
June 1977 to the Geneva Conventions of 12 August 1949 (Geneva: International Committee of the
Red Cross, 1987), para 1917 [Commentary on Additional Protocol I].
96 Additional Protocol I, supra note 25, art 51(1).

9' Ibid, art 51(2).
98 ICRC, Customary International Humanitarian Law, Volume I: Rules (Cambridge: ICRC, 2009)
at 3-4 [ICRC Rules]. The Rome Statute of the International Criminal Court makes the
intentional attack against a civilian population and intentional attack against civilian objects
who do not serve a military objective as war crimes: ICC Statute, UN Doc A/CONF. 183/9;
37 ILM 1002 (1998), 2187 UNTS 90, arts 8(2)(b)(i) and (ii) respectively.
99 Additional Protocol I, supra note 25, art 48.
loo Ibid, art 51(3); see also ICRC Rules, supra note 98, Rule 6.
101 Fleck, supra note 19 at 689.
102 ICRC Rules, supra note 98 at 22. At 24, the US Naval Handbook is cited, and this provides:

Direct participation in hostilities must be judged on a case-by-case basis. Combatants
in the field must make an honest determination as to whether a particular civilian is
or is not subject to deliberate attack based on the person's behaviour, location and
attire, and other information available at the time.

103 Commentary on Additional Protocol I, supra note 95, para 1944.
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damage on enemy forces and achieving military objectives. However, is
the act of remote sensing or intelligence gathering itself enough to amount
to an act of war?

As Dinstein notes, though "direct participation" is not always easy
to decipher, in his opinion someone who retrieves intelligence data from
satellites cannot be deemed as actively participating in the conflict.1°4 Avril
McDonald, however, notes that due to the "clear link and causality"
between the activity and the ultimate attack against belligerent forces, the
contribution of a satellite operator, delivering intelligence to the armed
forces for purposes of war, "is just as vital as the person who drives the
truck that delivers ammunition in a war zone".1°5 This argument is based
on the fact that whereas previously "direct participation" often played a
major role in deciding on the proximity of the civilian to the area of
conflict, as space technology is increasingly being fused to aid the conduct
of armed conflict, it "seems almost quaint to adjudge the question of one's
direct participation in [the armed conflict] based on one's proximity to a
possibly non-existent physical battlefield".1°6 Dinstein's opinion is logical
and convincing.

Even though one may deem a satellite providing military
intelligence to one side of the armed conflict as directly taking part in
hostilities, the case law and practice on this legal matter has yet to be
settled, and as the ICRC notes every situation must be judged on a case-
by-case basis. The law of armed conflict sides with caution, and one
should not readily attack an object which is not clearly taking part in an
armed conflict. Thus, Article 50(1) of Additional Protocol I provides that
if there is any "doubt whether a person is a civilian, that person shall be
considered to be a civilian" and subsequently cannot be attacked.107 The
ICRC Commentary further notes that when a person has not committed a

104 Yoram Dinstein, The Conduct of Hostilities Under the Law of International Armed Conflict
(Cambridge: Cambridge University Press, 2004) at 27-28. Dieter Fleck expresses a similar
opinion: see supra note 19 at 689.
105 Avril McDonald, "The Challenge to International Humanitarian Law and the Principles
of Distinction and Protection from Increased Participation of Civilians in Hostilities" (2004),
Asser institute, online: Asser Institute
<www.asser.nl/default.aspx?siteid=9&levell=13337&level2=13379>.
106 Ibid.
07 See also Article 5 of the Geneva Convention III, supra note 95, which stipulates:

Should any doubt arise as to whether persons, having committed a belligerent act
and having fallen into the hands of the enemy, belong to any of the categories
enumerated in Article 4, such persons shall enjoy the protection of the present
Convention until such time as their status has been determined by a competent
tribunal.
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hostile act, but "whose status seems doubtful because of the
circumstances", the person must be considered a civilian "until further
information is available, and should therefore not be attacked".1°8

c) Only military objectives can be attacked

A commercial satellite operator may be considered insulated from
attack based on customary and conventional norms. It is an established
rule that only military objects can be attacked,1°9 and that attacks cannot
be directed against civilian objects.n 0 This principle has been held by the
ICJ as a "cardinal" principle of international humanitarian law and one of
the "intransgressible principles of international customary law"."'

Civilian objectives can be defined as all those objects "which by their
nature, location, purpose or use" do not make "an effective contribution
to military action, and whose total or partial destruction, capture or
neutralization" does not offer a definite military advantage.2 It is not
enough to attack an object which "offers potential or indeterminate
advantages", and again, like so often in the laws of armed conflict, when
in doubt the State is called upon to side with caution in order to protect
the civilian population from harm."3

It is clear that intelligence gathering satellites do in fact make an
"effective contribution to military action", and that their destruction or
neutralisation would seriously impair the ability of a party to the conflict
to effectively and precisely conduct military operations. The Commentary
to the Additional Protocol I notes that objects which are directly used by
armed forces can be considered as falling under objects that make an
effective contribution to military action, and such objects may include,

108 Commentary on Additional Protocol I, supra note 95, para 1920.
109 Additional Protocol I, supra note 25, art 48.
11 Ibid, art 52(2).

Legality of the Threat or Use of Nuclear Weapons, [1996] Advisory Opinion, ICJ Reports 226,
para 179.
112 Additional Protocol I, supra note 25, art 52(2).
113 Commentary on Additional Protocol 1, supra note 95, par. 2024. See also ICRC Rules, supra
note 98 at 36:

[.. . it is clear that, in case of doubt, a careful assessment has to be made under the
conditions and restraints governing a particular situation as to whether there are
sufficient indications to warrant an attack. It cannot automatically be assumed that
any object that appears dubious may be subject to lawful attack. This is also
consistent with the requirement to take all feasible precautions in attack, in particular
the obligation to verify that objects to be attacked are military objectives liable to
attack and not civilian objects.
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among others, weapons, equipment, and communications centres.114 The

prohibition on attacking a civilian object directly does not however seem
to deal with incidental damage resulting from attacks directed again
military objectives."5

The ICRC Rules note that State practice seems to suggest "military
means of transportation and communication as examples of military
objectives"."6 What about a dual-use object, such as the case of a remote
sensing satellite operated by a commercial corporation but used to gather
military intelligence? The ICRC notes that even civilian lines of
communications when used for military purposes can be considered
military objectives. 117 The US is also of the opinion that "lines of
communication and other objects used to conduct or support military
operations" are considered legitimate military objectives."18

When there is a choice between several military objectives to attack
in order to achieve a military advantage, the choice must be made based
on the assessment which attack "may be expected to cause the least danger
to civilian lives and to civilian objects".119 So should be the approach in
cases of commercial satellites gathering.

2. INDIVIDUAL CRIMINAL RESPONSIBILITY

Can the Chief Executive Officer (CEO) of a commercial company
that operates military intelligence gathering satellite be considered a spy
by the State which is being spied upon? Irrespective of the fact whether
or not a State is internationally responsible, the CEO of a commercial
satellite company might be considered responsible for the actions of his
company under the laws of the State spied upon; e.g., discloser of State
secrets, aiding a national enemy, or guilty of the principle of non-
intervention in the internal affairs. However:

"14 Commentary on Additional Protocol 1, supra note 95, papa 2020.
115 ICRC Rules, supra note 98 at 29.
" 6 Ibid at 32.
117 ICRC, Customary International Humanitarian Law, Volume II: Practice (Cambridge: ICRC,
2009), at 205, paras 494-496.
118 Ibid, at 206, para 505.

119 See Additional Protocol I, supra note 25, art 57(3) and ICRC Rule 21.
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[t]he criminal prosecution of spies is predominantly a matter of
national law of the affected State [and] most national legal systems
provide for the prosecution and punishment of treason and
espionage, without making much distinction between acts
committed in wartime or in peacetime.121

If a commercial satellite operator is considered to be an agent of the
State which purchases military intelligence data, then can that agent be
entitled to sovereign immunity from prosecution in the courts of the States
spied upon? The answer ought to be in the negative. Purchases of military
intelligence data is a commercial activity that is not covered by the
international law principle of sovereign immunity.121

IV. CONCLUSIONS AND FINAL REMARKS

Space applications and satellite remote sensing technologies have
become indispensable to the conduct of economic, humanitarian, and
meteorological activities. The armed forces have also greatly benefited
from the boom in commercial remote sensing to obtain reliable, real-time,
precise and strategic data that prove invaluable in peace time and in the
conduct of armed activities. This paper began by painting spying as a
"grubby, dark" and "paid for with money of dubious origins". However,
as illustrated, in practice, States have persistently continued to engage in
the activity to an extent that it has become acceptable, if not tolerated. In
fact, the language spying has cleansed and morphed to encompass such
terms "intelligence gathering", and even become part of "national technical
means of verification".

The acceptance of intelligence gathering, coupled with the
increasing reliance of the military on commercially sourced satellite data,
presents a number of issues under international law. The muddling
distinction between military and commercial (civil) intelligence gathering
and the use of commercial satellites for military intelligence gathering
undermines the traditional distinction between the State control of
military force and forces on the one hand and civilians and civil
infrastructure on the other. This blurring of entities and identities is going
to be more and more prevalent, for as one commentator observed,
commercial satellite companies might be:

120 Fleck, supra note 19 at 702.

121 Trendtex Trading Corp. Ltd. v. Central Bank of Nigeria [UK Court of Appeal] [1977] 1 QB 529,

[1976] 3 All ER 437.
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streamlining the management and delivery of location intelligence
so forward-deployed troops can use imagery as readily as
headquarters personnel. Soon, rapid dissemination of online
geospatial intelligence will be as common as other technologies
warfighters use.122

The trend of the commercialised collection of military intelligence
will continue to expand and is expected to make the world more open and
transparent, and possibly safer. Consequently, one can expect less chances
for the repetition of statements like the famous (or perhaps infamous) one
by the US Secretary of State Colin Powell on 5 February 2003, when he
asserted before the UN Security Council that exclusive satellite images
provided "solid" evidence proving Iraq was still in possession of weapons
of mass destruction. This proved to be false.123

In principle, the current rules of armed conflict are applicable to the
collection of military intelligence by commercial satellite operators.
However, there is an urgent need for clarification to determine precisely
which rules and norms are applicable and which are not applicable. This
paper has only managed to briefly touch on a few issues and challenges in
international law and space law related to intelligence gathering and the
use of commercial satellite imaging. However, the legality and illegality
of many matters can only be determined, as the ICRC and ILC suggest, on
a case-by-case basis. In the rapidly expanding realm of space activities,
and with the difficult of being able to distinguish between civilian and
military uses of satellites, there are still a myriad of issues and questions
that require more elaborate study. Some of the open questions are:

" Does a simple interference in another State's affairs (even if
there is no substantive damage; e.g., perhaps providing
imagery to a rebel group) give rise to State responsibility?

" Will faulty intelligence lead to a violation of the principles of
the law of armed conflict like necessity, distinction,
proportionality or excessive collateral damage?

122 Matt O'Connell, "A leap forward in intelligence gathering: New developments in

commercial geospatial technology promise big payoff", Defense Systems (20 January 2010),
online: Defense Systems
<defensesystems.com/articles/2010/01/27/industry-perspective-geoeye.aspx>.

123 "Powell: Iraq hiding weapons, aiding terrorists", CNN (6 February 2003), online: CNN
<www.cnn.com/2003/US/02/05/sprj.irq.powell.un/index.html>.
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* Does a satellite's ownership or State of registration or State of
launch matter for determining its status as a combatant or
non-combatant?

If the State of registration (or ownership) of the satellite
involved in the collection of military intelligence is a neutral
party in a conflict, will its status change vis-a-vis the State
which is being spied upon?

Is the State that receives military intelligence collected by a
commercial satellite company responsible for the actions of
the company?

Is the State of registration of a satellite collecting military
intelligence responsible for the actions of the commercial
company?

" What if the same commercial satellite collects and provides
intelligence to both sides to a conflict?

" Do the people and property essential to the operation of the
commercial satellite become targets during an armed conflict?

How could one determine proportionality and collateral
damage when the alleged satellite is destroyed and significant
amount of debris, which would adversely affect the use of
outer space by other States for a long period of time, is
created?

Addressing these, and other, issues will not only encourage the orderly
use of space applications and use of outer space in peace time; it will also
go a long way to clarify and distinguish between military and civilian-
commercial objects as well as prevent wanton destructions in times of
armed conflict.
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